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Abstract

The academic research dealt with defining cyber security and its
importance, features and threats to it, clarifying the nature of
electronic crime, and identifying the crime of hacking a computer
from a technical point of view and legal nature. With an
explanation of how the Egyptian legislator tackled this crime and
an explanation of the text of criminalization and punishment and
the availability of its elements.

And the important practical consequences of the occurrence of
that crime, represented in the violation of the rights of individuals,
including crimes of assault on the sanctity of private life, which
include the crimes of eavesdropping, transmitting or recording,
taking or transmitting a person’s picture, broadcasting or using a
recording or document, or threatening to disclose With its contents,
linking personal data of others with content contrary to public
morals, illegal or mistaken entry and illegal stay on a website,
private account or information system, fraud and attack on bank
cards and electronic payment tools for individuals, fabricating and
attributing an email site or private account to a person natural.

Also, considered a violation of the rights of the state or one of
its institutions, including crimes of attacking the state’s
information systems, including crimes of attacking the integrity of
information networks, fabricating and attributing an e-mail site or a
private account to a legal person, managing or using a site or
private account with the aim of committing or facilitating
Committing a crime, attacking bank cards and electronic payment
tools for state institutions, and other crimes.

And to clarify the distinction between those effects, whether
they are crimes harmful to the security of the state from the inside,
whether it is social, political, economic, or related to the system of
government and to the protection of security and stability enjoyed
by individuals, or attacks on state security from the outside to
protect the independence and sovereignty of the state.
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) «Cyber Security involves reducing the risk of malicious attack to software,
computers and networks. This includes tools used to detect break-ins, stop
viruses, block malicious access, enforce authentication, enable encrypted
communications, and on and on” (Cyber security, Edward Amoroso 2007).

@ «“Cybersecurity is the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches, actions, training, best
practices, assurance and technologies that can be used to protect the cyber
environment and organization and user's assets.” (ITU 2009).

® “The body of technologies, processes, practices and response and mitigation
measures designed to protect networks, computers, programs and data from
attack, damage or unauthorized access so as to ensure confidentiality, integrity
and availability” (Public safety Canada, 2014).

@ «Cybersecurity consists largely of defensive methods used to detect and
thwart would-be intruders” (Kemmerer, 2003).

© “The art of ensuring the existence and continuity of the information society
of a nation, guaranteeing and protecting, in Cyberspace, its information, as-sets
and critical infrastructure” (Canongia & Man-Darino, 2014).
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© “The state of being protected against the criminal or unauthorized use of
electronic data, or the measures taken to achieve this” (Oxford University
Press, 2014).

() «Cybersecurity entails the safeguarding of computer networks and the
information they contain from penetration and from malicious damage or
disruption” (Lewis, 2006).

® «“The ability to protect or defend the use of cyber-space from cyber-attacks”
(CNSS, 2010).

® “The activity or process, ability or capability, or state whereby information
and communications systems and the information contained therein are
protected from and/or defended against damage, unauthorized use or
modification, or exploitation” (DHS, 2014).
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19" Cryptography and Network Security, William Strallings, global seventh
edition 2017, chapter 1, page 21.
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1). Cyber Security involves reducing the risk of malicious attack to

software, computers and networks. This includes tools used to detect

break-ins, stop viruses, block malicious access, enforce authentication,

enable encrypted communications, and on and on” (Cyber security,
Edward Amoroso 2007).
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2). Cybersecurity is the collection of tools, policies, security concepts,
security safeguards, guidelines, risk management approaches, actions,
training, best practices, assurance and technologies that can be used to
protect the cyber environment and organization and user's assets.” (ITU
2009).

3). The body of technologies, processes, practices and response and
mitigation measures designed to protect networks, computers, programs
and data from attack, damage or unauthorized access to ensure
confidentiality, integrity and availability” (Public safety Canada, 2014).

4). Cybersecurity consists largely of defensive methods used to detect and
thwart would-be intruders” (Kemmerer, 2003).

5). The art of ensuring the existence and continuity of the information
society of a nation, guaranteeing and protecting, in Cyberspace, its
information, as-sets and critical infrastructure” (Canongia & Man-
Darino, 2014).

6). The state of being protected against the criminal or unauthorized use of
electronic data, or the measures taken to achieve this” (Oxford
University Press, 2014).

7). Cybersecurity entails the safeguarding of computer networks and the
information they contain from penetration and from malicious damage
or disruption” (Lewis, 2006).

8). The ability to protect or defend the use of cyber-space from cyber-
attacks” (CNSS, 2010).

9). The activity or process, ability or capability, or state whereby
information and communications systems and the information contained
therein are protected from and/or defended against damage,
unauthorized use or modification, or exploitation” (DHS, 2014).

10). Cryptography and Network Security, William Strallings, global seventh
edition 2017, chapter 1, page 21.

11). 19-7242 Volume 6 Issue 4 April 2017, Page No. 21042-21050 Index
Copernicus value (2015): 58.10 DOI: 10.18535/ijecs/v6i4.42 Aman
Gupta, IJECS Volume 6 Issue 4 April, 2017 Page No. 21042-21050
Page 21042 Ethical Hacking and Hacking Attacks Aman Gupta,
Abhineet Anand.

12). International Journal Of Engineering And Computer Science ISSN:23

13). Study Of Ethical Hacking Bhawana Saharel, Ankit Naik2, Shashikala
Khandey, International Journal of Computer Science Trends and
Technology (IICST) Volume 2 Issue 4, Nov-Dec 2014

14). Hacking- The Art of Exploitation, Jon Erickson, 2nd Edition 2008,
p478.
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