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The United States Supreme Court ruled in 1967 in the Katz v.
United States states that “what a person voluntarily displays to the
public, even in his home or office, is not subject to the protection
of the Fourth Amendment of the Federal Constitution,” meaning
that a person does not have a right to privacy about information
that he voluntarily provides to third parties, and this rule is called
In the American legal system the third-party rule.

The Fourth Amendment to the US Constitution states that
"citizens have the right to be secure in their persons, homes,
papers, and baggage against unlawful searches and seizures, which
may not be violated, and no orders shall be issued, but only on the
basis of a possible cause or suspicion."

The third-party rule has been heavily criticized for

unnecessarily restricting the right to privacy, but regardless of the
Supreme Court's opinion of the rule that citizens are not entitled to
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Fourth Amendment protection when they share information with
one another, the third-party rule is largely entrenched in other areas
of the Case law for the Fourth Amendment.

The importance of the study is that the criminal procedure
system in any country aims to protect the state’s right to
punishment in addition to its keenness to protect the innocent.
Every procedural system must guarantee the necessary means to
prevent it from violating rights and liberties, and for this purpose,
the Fourth Amendment to the Constitution of the United States of
America was approved, which recognized the right to privacy so as
to secure individuals from the abuse of law enforcement authorities
in searches and seizures, but the practical reality imposes some
Considerations, and in this study we are exposed to one of the
established rules in the judicial system in the United States of
America, which is the rule of the third party, and its conflict with
the right to privacy in light of according to the Fourth Amendment
to the Constitution, as well as the impact of scientific development
in the field of modern communications on it.

This study aims to a new understanding of the third-party rule,
as it is one of the stable rules in the acceptance of evidence in the
judicial system of the United States of America, whether at the
federal or state level, and critics of this rule in American
jurisprudence see that it is a choice between all or nothing, a choice
between the protection of the Fourth amendment, the right to
privacy or no protection at all, with the need to note that excluding
this rule from the judicial system in the United States would create
an illogical and constitutional vacuum that is illogical and
inconsistent with a free society, and the third-party rule serves two
important roles: First: Prevent disturbing influences For
technological development and progress according to the Fourth
Amendment on the work of law enforcement authorities, and the
second: to enhance clarity of the rules of the Fourth Amendment.

The position of the Egyptian legislator regarding the adoption
of the third-party rule: The Egyptian legislator does not know the
stable third-party rule in the judicial system of the United States of
America, and therefore the study will depend on clarifying the rule
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in the American legal system, and in the conclusion we present a
number of recommendations to take advantage of the rule in the
Egyptian legal system.
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See: Marie Scholz: “Technology and the Fourth Amendment: The Past,
Present, and Future” University Honors Capstone, Spring 2013, p: 19.
https://dra.american.edu/islandora/object/1213capstones%3A11/datastream/
PDF/view

See: Matthew Tokson: “KNOWLEDGE AND FOURTH AMENDMENT
PRIVACY “NORTHWESTERNUNIVERSITYLAWREYV
I1E W 2016, vol 111, pages: 139 to 204, p: 144.

“The Fourth Amendment provides that “the right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches
and seizures, shall not be violated, and no Warrants shall issue, but upon
probable cause. “”

https://scholarlycommons.law.northwestern.edu/cgi/viewcontent.cgi?article=12
64&context=nulr
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See: Matthew Tokson: OP. CIT., P: 145 and ETC.

See: Katz v. United States, 389 U.S. 347, 351 (1967). “The Fourth
Amendment protects privacy only to the extent that it prohibits
unreasonable searches and seizures of 'persons, houses, papers, and effects.'
No general right is created by the Amendment so as to give this Court the
unlimited power to hold unconstitutional everything which affects privacy.
Certainly the Framers, well acquainted as they were with the excesses of
governmental power, did not intend to grant this Court such omnipotent
lawmaking authority as that. The history of governments proves that it is
dangerous to freedom to repose such powers in courts .

https://www.law.cornell.edu/supremecourt/text/389/347

et ol g ()

See: Orin Kerr and Greg Nojeim: “The Data Question: Should the Third-Party

Records Doctrine Be Revisited? “ABA JOURNAL (Aug. 1, 2012),
http://www.abajournal.com/magazine/article/
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See: Geneva Ramirez: “The Erosion of Smith v. Maryland “Case Western
Reserve Law Review, Vol 70, Issue 2, 2019, pages: 489 to 511, p: 489.

https://scholarlycommons.law.case.edu/cgi/viewcontent.cgi?article=4856&cont
ext=caselrev

See: Smith v. Maryland, 442 U.S. 735, 743-44 (1979). “The installation and
use of a pen register, which is an electronic device that records all numbers
called from a particular telephone line, by police does not constitute a
violation of the " legitimate expectation of privacy " under the Fourth
Amendment of the U.S. Constitution because the numbers would be
available to and recorded by the phone company anyway.

https://supreme.justia.com/cases/federal/us/442/735/

See: JM King “Search and Seizure: Standing to Challenge Illegally Obtained
Bank Records ”, U. Dayton L. Rev. (1978), p: 225.

https://heinonline.org/HOL/LandingPage?handle=hein.journals/udlr3&div=16
&id=&page=

See: United States v. Miller, 425 U.S. 435 (1976). “Respondent possessed no
Fourth Amendment interest in the bank records that could be vindicated by
a challenge to the subpoenas, and the District Court therefore did not err in
denying the motion to suppress “.

https://supreme.justia.com/cases/federal/us/425/435/

et ol g ()
See: Richard M. Thompson II “The Fourth Amendment Third-Party Doctrine

Congressional Research Service, June 5, 2014, p: 1.
https://sgp.fas.org/crs/misc/R43586.pdf
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See: Kevin E. Maldonado: “California v. Greenwood: A Proposed Compromise
to the Exploitation of the Objective Expectation of Privacy” BUFFALO
LAW REVIEW 1990, Vol 38, number 2, article 9, pages: 647 to 671, p:
649.

https://digitalcommons.law.buffalo.edu/cgi/viewcontent.cgi?article=1693 &cont
ext=buffalolawreview

See: California v. Greenwood, 486 U.S. 35 (1988). “The Fourth Amendment
does not prohibit the warrantless search and seizure of garbage left for
collection outside the curtilage of a home .

https://supreme.justia.com/cases/federal/us/486/35/

i ol b ()

See: Florida v. Riley, 488 U.S. 445, 451-52 (1989).

https://supreme.justia.com/cases/federal/us/488/445/

et ol el ()

See: DANIEL J. SOLOVE, THE DIGITAL PERSON: TECHNOLOGY AND
PRIVACY IN THE INFORMATION AGE, GW Law Faculty Publications
& Other Works (2004), p: 202.

“The government’s harvesting of information from the extensive dossiers being
assembled with modern computer technology poses one of the most
significant threats to privacy of our time “.

https://scholarship.law.gwu.edu/cgi/viewcontent.cgi?article=2501&context=fac
ulty publications
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See: Omer Tene and Jules Polonetsky: “Big Data for All: Privacy and User
Controls in the Age of Analytics “11 NW.J. TECH. & INTELL. PROP
(2013), p: 239. “Over the past few years, the volume of data collected and
stored by business and government organizations has exploded. The trend
is driven by reduced costs of storing information and moving it around in
conjunction with increased capacity to instantly analyze heaps of
unstructured data using modern experimental methods, observational and
longitudinal studies, and large scale simulations. Data are generated from
online transactions, email, video, images, clickstream, logs, search queries,
health records, and social networking interactions; gleaned from
increasingly pervasive sensors deployed in infrastructure such as
communications networks, electric grids, global positioning satellites, roads
and bridges, as well as in homes, clothing, and mobile phones.”.
https://a.next.westlaw.com/Document/1535f4a8bb78611e28578f7ccc38dcbee/V
iew/FullText.html?navigationPath=Search%2Fv3%2Fsearch%2Fresults%2
Fnavigation%2Fi0ad6040300000146014bbf3f6cbb1298%3FNav%3DANA
LYTICALY%26fragmentldentifier%3DI535f4a8bb78611e28578f7ccc38dcb
ee%26startindex%3D1%26contextData%3D%2528sc.Search%2529%

i ol ay ()
See: Kiel Brennan-Marquez & Andrew Tutt: “Offensive Searches: Toward a
Two-Tier Theory of Fourth Amendment Protection “Harvard Civil Rights-

Civil Liberties Law Review 2017, vol 52, p: 104.
https://harvardcrcl.org/wp-content/uploads/sites/10/2017/02/Brennan-Marquez-

and-Tutt.pdf
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See: Richard M. Thompson II: “United States v. Jones: GPS Monitoring,
Property, and Privacy ” Congressional Research Service, April 30, 2012, p:
2. https://sgp.fas.org/crs/misc/R42511.pdf

See: United States v. Jones- 565 U.S. 400, 132 S. Ct. 945 (2012).

“Affirming, the U.S. Supreme Court determined that the Government's
installation of the GPS device on defendant's vehicle, and its use of that
device to monitor the vehicle's movements, constituted a "search." Under
the common-law trespassory test, the Government physically occupied
private property for the purpose of obtaining information. Such a physical
intrusion would have been considered a "search" within the meaning of the
Fourth Amendment when it was adopted. Defendant possessed the vehicle
at the time the Government trespassorily inserted the information-gathering
device. The Government forfeited its alternative argument that officers had
reasonable suspicion and probable cause “.

https://www.lexisnexis.com/community/casebrief/p/casebrief-united-states-v-
jones
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See: Entick v. Carrington, 95 Eng. Rep. 807, 807 (C.P. 1765).
https://www.casemine.com/judgement/uk/5a8ff8d260d03e7f57ecdcfa
see: Eric Schnapper: “Unreasonable Searches and Seizures of Papers”
Virginia Law Review 1985, Vol. 71, No. 6 (Sep., 1985), pp. 869-931 (63
pages), p: 869. https://www jstor.org/stable/1072915
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Miller v. United States 4l & Miller v. United States: duxd sl
QYT Al i) e o Jpeaall el jaea Gua (el sLaY) Gl
Gilatise ae Jolaall Ly GBI Coylall sae Al daenty dpad Jol (8 daSaall c)bas
pdial) o (anill aghh gaaaill il Gus (Miller duad 8 4K EDlaleal)
Osdhadl)l Sl oxiul dpgild e Al (Sl Ggyde phalh b 43Sl
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See: Ex parte Jackson, 96 U.S. 727 (1878). “Letters and sealed packages
subject to letter postage in the mail can be opened and examined only under
like warrant, issued upon similar oath or affirmation, particularly describing
the thing to be seized, as is required when papers are subjected to search in
one's own household. The constitutional guaranty of the right of the people
to be secure in their papers against unreasonable searches and seizures
extends to their papers, thus closed against inspection, wherever they may

be “. https://supreme.justia.com/cases/federal/us/96/727/
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See: Richard M. Thompson II: OP. CIT., p: 10.
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See: Brancato, Francesca M.: " Fourth Amendment Right to Privacy with
Respect to Bank Records in Criminal Cases " Touro Law Review 2014,
Vol. 29: No. 4, Article 14, p: 6.

https://digitalcommons.tourolaw.edu/cgi/viewcontent.cgi?referer=&httpsredir=
1 &article=1731&context=lawreview

See: United States v. Miller, 425 U.S. 435 (1976). “Respondent possessed no
Fourth Amendment interest in the bank records that could be vindicated by
a challenge to the subpoenas, and the District Court therefore did not err in
denying the motion to suppress.

The subpoenaed materials were business records of the banks, not respondent's
private papers. There is no legitimate " expectation of privacy " in the
contents of the original checks and deposit slips, since the checks are not
confidential communications, but negotiable instruments to be used in
commercial transactions, and all the documents obtained contain only
information voluntarily conveyed to the banks and exposed to their
employees in the ordinary course of business. The Fourth Amendment does
not prohibit the obtaining of information revealed to a third party and
conveyed by him to Government authorities. The Act's recordkeeping
requirements do not alter. these considerations so as to create a protectable
Fourth Amendment interest of a bank depositor in the bank's records of his
account ““. https://supreme.justia.com/cases/federal/us/425/435/
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See: Lori Hoetger: “Did My Boss Just Read That? Applying a Coding vs.
Content Distinction in Determining Government Employees’ Reasonable
Expectation of Priv Expectation of Privacy in Emplo acy in Employer-
Provided Electr vided Electronic Communication Devices After City of
Ontario v. Quon, 130 S. Ct. 2619 (2010)” NEBRASKA LAW REVIEW
2011, vol 90, article 2, issue 4, pages: 559 to 585, p: 564.

https://digitalcommons.unl.edu/cgi/viewcontent.cgi?article=1148&context=nlr

See: Applegate, John S. and Applegate, Amy: " Pen Registers After Smith v.
Maryland" Harvard Civil Rights-Civil Liberties Law Review (1980), vol
15, pages: 753 to 778, p: 753.

https://www.repository.law.indiana.edu/cgi/viewcontent.cgi?referer=&httpsredi
r=1&article=1850&context=facpub

See: Smith v. Maryland- 442 U.S. 735, 99 S. Ct. 2577 (1979).“The application
of the Fourth Amendment embraces two discrete questions. The first is
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whether the individual, by his conduct, has exhibited an actual (subjective)
expectation of privacy, whether the individual has shown that he seeks to
preserve something as private. The second question is whether the
individual's subjective expectation of privacy is one that society is prepared
to recognize as "reasonable," whether the individual's expectation, viewed
objectively, is "justifiable" under the circumstances. Any claim of privacy
must be "justifiable," "reasonable," or a "legitimate expectation of privacy"
that has been invaded by government action®.
https://www.lexisnexis.com/community/amp-casebrief/casebrief-smith-v-

maryland?gclid=Cj0KCQjwvZCZBhCiARIsAPXbaju2ZEJwZVjqRLW8m
LGoC27u7LbX1M21D0gL. mI61B9x9Y GsKOG39YjkaApDWEALwW_wcB
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See: Marie Scholz: OP. CIT., p: 14-15.

See: Matthew E. Brady: “A Separation of Powers Approach to the Supervisory
Power of the Federal Courts “Stanford Law Review 1982, Vol. 34, No. 2,
pages: 427 to 452, p: 427.

https://www .jstor.org/stable/1228351

see: Luke M. Milligan: “The Real Rules of "Search" Interpretations
“WILLIAM & MARY BILL OF RIGHTS JOURNAL 2012, vol 21, article
2, 1issue 1, p: 10.

https://scholarship.law.wm.edu/cgi/viewcontent.cgi?referer=https://www.googl
e.com/&httpsredir=1&article=1628&context=wmborj

See: Lee v. United States, 343 U.S. 747 (1952).

The court held that: The conduct of the federal agents did not amount to such a
search and seizure as is proscribed by the Fourth Amendment. The
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undercover agent committed no trespass when he entered petitioner's place
of business, and his subsequent conduct did not render the entry a
trespass ab initio. The doctrine of trespass ab initio is applicable only as a
rule of liability in civil actions, not where the right of the Government to
make use of evidence in a criminal prosecution is involved.The contentions
that the undercover man's entrance was a trespass because consent was
obtained by fraud, and that the other agent was a trespasser because, by
means of the radio receiver outside the laundry, he overheard what went on
inside, must be rejected. Decisions relating to problems raised where
tangible property is unlawfully seized are inapposite in the field of
mechanical or electronic devices designed to overhear or intercept
conversation, at least where access to the listening post was not obtained by
illegal methods. https://supreme.justia.com/cases/federal/us/343/747/

i e g ()

See: Marie Scholz: OP. CIT., p: 7. See: Luke M. Milligan: OP. CIT., p: 7. See:
Kiel Brennan-Marquez & Andrew Tutt: OP. CIT., p: 126.

See: Lopez v. United States, 373 U.S. 427 (1963).

“On the record in this case, entrapment was not shown as a matter of law; and,
if there was any error in the trial court's instructions on this subject, it was
not reversible error. Both the Agent's testimony pertaining to his
conversation with petitioner and the wire recording of that conversation
were properly admitted in evidence. The Agent was not guilty of an
unlawful invasion of petitioner's office in violation of hi rights under the
Fourth Amendment “. https://supreme.justia.com/cases/federal/us/373/427/
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See: Kiel Brennan-Marquez & Andrew Tutt: OP. CIT., p: 130.

See: Andrew R. Taslitz: “Privacy as Struggle “San Diego L. Rev (2007), vol
44, pages: 501 to 516, p: 503.

https://core.ac.uk/download/pdf/225567404.pdf

See: Lewis v. United States, 385 U.S. 206 (1966).

“The court held: the facts of this case present no violation of the Fourth
Amendment: The Government's use of decoy's and undercover agents is not
per se unlawful. The petitioner invited the agent to his home for the very
purpose of illegally selling him narcotics. When the home is opened as a
place of illegal business to which outsiders are invited for commercial
purposes, the Fourth Amendment is not violated when a government agent
enters pursuant to an invitation and then neither sees, hears, nor takes
anything either unrelated to the business purpose of his visit or not
contemplated by the occupant.”.

https://supreme.justia.com/cases/federal/us/385/206/

sty olan V) (M)
See: Orin S. Kerr: “The Case for the Third-Party Doctrine “Michigan Law
Review 2009, volume 107, issue 4, pages: 562 to 600, p: 568.

https://repository.law.umich.edu/cgi/viewcontent.cgi?params=/context/mlr/
article/1348/&path_info=
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.Hoffa v. United States
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See: Andrew R. Taslitz: OP. CIT., p: 502.

See: Hoffa v. United States, 385 U.S. 293, 296 (1966). “The court Held: No
rights under the Fourth Amendment were violated by the failure of Partin to
disclose his role as a government informer. When Hoffa made
incriminating statements to or in the presence of Partin, his invitee, he
relied not on the security of the hotel room, but on his misplaced
confidence that Partin would not reveal his wrongdoing. Hoffa's
conversations with Partin, being entirely voluntary .

https://supreme.justia.com/cases/federal/us/385/293/

el ola g2l (V)
See: Richard M. Thompson II: OP. CIT., p: 8.
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Shlae ali agde Calsll e ady AV ae LisSlay ) Clasbeal b
ool L aula¥) i s ceV3a U8 (e AosSall ) clegladl) el il
Odssedl J e € IS el slaie¥) & g oGl Caplall saedl p3lal
L i ) s Slesteall e Al gl Y Jgemsl (s sSall
sSand) aladiul oléy G Gl Basld Gudal (e AR CaBge :lul
@\Jﬂ el ggun %A 2...\‘4\9.‘4;1\ gﬁ dﬂ\ & Sl oaylad Sy Uf)‘“"”
CEl Caylall saclal dgasall o) aal of 4Bl (s gy 1 SpaY) ) giaall
OmesSall Galsiall 5acll 038 macd Cus el (o LA A yall mis Ll
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See: United States v. White, 405 F.2d 838 (7th Cir. 1969).
https://casetext.com/case/united-states-v-white-89

i ol g ()

See: Orin S. Kerr: OP. CIT., p: 568.

See: United States v. White, 401 U.S. 745, 746-47 (1971).

“Since the decision in Katz v. United States, supra, was not retroactive, Desist
v. United States, 394 U. S. 244, the Court of Appeals erred in not
adjudicating this case by the pre-Katz law established by On Lee to the
effect that the electronic surveillance did not involve a Fourth Amendment
violation . https://supreme.justia.com/cases/federal/us/401/745/

See: Will Stancil: “Warrantless Search Cases Are Really All the Same
“MINNESOTA LAW REVIEW 2012, pages: 337 to 368, p: 345.

https://www.minnesotalawreview.org/wpcontent/uploads/2012/11/Stancil ML

R.pdf.
See: Matthew Tokson: “The Emerging Principles of Fourth Amendment

Privacy “THE GEORGE WASHINGTON LAW REVIEW 2020, vol 88, p:
17-18.
https://www.gwlr.org/wp-content/uploads/2020/05/88-Geo.-Wash.-L.-Rev.-

1.pdf.
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See: Orin S. Kerr: OP. CIT., p: 590-591.
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Slo olopd G oad @l 8 Opll) Ma) lald gl diaadl il
G ol b Gy T afa e sas Gt U8 G dasall OIS
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See: Orin S. Kerr: OP. CIT., p: 591.

See: Dana M. Todd: “In Defense of the Outr ense of the Outrageous Go ageous
Government Conduct Def ernment Conduct Defense in the ense in the
Federal Courts “KENTUCKY LAW JOURNAL 1995, volume 84, issue 2,
article 7, pages: 414-445, p: 420-421.

https://uknowledge.uky.edu/cgi/viewcontent.cgi?article=1665&context=klj

See: Sherman v. United States- 356 U.S. 369, 78 S. Ct. 819 (1958).

“The Court held that entrapment, which occurred when the criminal conduct
was "the product of the creative activity" of law enforcement officials, was
established in Sherman's case. Sherman had been induced to commit the
offense by Kalchinian, a Government informant .

https://www.lexisnexis.com/community/casebrief/p/casebrief-sherman-v-
united-states

el ola g2l (7)

See: Dana M. Todd: OP. CIT., p: 424.

See: United States v. Gendron, 18 E3d 955, 961-62 (1st Cir. 1994).

The fact that the methods pursued by government agents to offer Gendron a
tempting opportunity to commit a crime were not only successful but have
been found by this court not to have been unlawful i.e., not to have crossed
the line into the forbidden realm of entrapment does not, in my judgment,
signify that those methods of enforcing this sort of statute are something to
be proud of. https://casetext.com/case/us-v-gendron
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See: Yale Kamisar: “Massiah v. United States “University of Michigan Law
School repository 20009.

https://repository.law.umich.edu/cgi/viewcontent.cgi?article=1133 &context=ot
her.

See: Massiah v. United States, 377 U.S. 201 (1964).

Incriminating statements thus deliberately elicited by federal agents from the
petitioner, in the absence of his attorney, deprived the petitioner of his right
to counsel under the Sixth Amendment; therefore such statements could not
constitutionally be used as evidence against him in his trial.

https://supreme.justia.com/cases/federal/us/377/201/.
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See: First Amendment to the United States Constitution.

https://en.wikipedia.org/wiki/First Amendment to the United States Constit
ution.

s ol g ()

See: United States v. Mayer 503 F.3d 740 (9th Cir. 2007).

We have done so and conclude that the investigation here was within the
bounds established by our cases. Because we decline to hold that any
conduct here violated the defendant's constitutional rights, the district
court's denial of the motion to dismiss the indictment is AFFIRMED.

https://casetext.com/case/us-v-mayer-27.
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See: Orin S. Kerr: OP. CIT., p: 594-595.
See: Department of Justice Guidelines Regarding the Use of Confidential
Informants (Jan. §, 2001).
http://www.usdoj.gov/ag/readingroom/ciguidelines.htm.
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See: Richard M. Thompson II: OP. CIT., p: 12.
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See: Lori Hoetger: OP. CIT., p: 573.

See: Monu Bedi: “Facebook and Interpersonal Priv acebook and Interpersonal
Privacy: Why the Thir acy: Why the Third Party Doctrine ty Doctrine
Should Not Apply “Boston College Law Review 2013, volume 54, article
2, issue 1, p: 22.

https://lawdigitalcommons.bc.edu/cgi/viewcontent.cgi?article=3270&context=b
clr

See: Ex parte Jackson, 96 U.S. 727 (1878). “Letters and sealed packages
subject to letter postage in the mail can be opened and examined only under
like warrant, issued upon similar oath or affirmation, particularly describing
the thing to be seized, as is required when papers are subjected to search in
one's own household. The constitutional guaranty of the right of the people
to be secure in their papers against unreasonable searches and seizures
extends to their papers, thus closed against inspection, wherever they may
be*. https://supreme.justia.com/cases/federal/us/96/727/

i ol g ()

See: United States v. Jacobsen, 466 U.S. 109, 114 (1984). “Letters and other
sealed packages are in the general class of effects in which the public at
large has a legitimate expectation of privacy; warrantless searches of such
effects are presumptively unreasonable.”

https://supreme.justia.com/cases/federal/us/466/109/
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See: Monu Bedi: op. cit., p: 24.

See: Matthew Tokson: op. cit., p: 158.

See: Ilya Shapiro: " Cato Supreme Court Review " Cato Institute, 10" edition
2010-2011, p: 257.

https://books.google.com/books?isbn=1935308513

See: United States v. Warshak- 631 F.3d 266 (6th Cir. 2010).

“an individual has a reasonable expectation of privacy in the content of an e-
mail, even if the message is stored in a third party server

“If government agents compel an internet service provider to surrender the
contents of a subscriber's emails, those agents have thereby conducted
a Fourth Amendment search, which necessitates compliance with the
warrant requirement absent some exception .

https://www.lexisnexis.com/community/casebrief/p/casebrief-united-states-v-

warshak
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See: United States v. Forrester, 512 F.3d 500, 510 (9th Cir. 2007).

https://caselaw.findlaw.com/us-9th-circuit/1496507.html

See: Matthew Tokson: op. cit., p: 169.

See: Teri Dobbins Baxter: “LOW EXPECTATIONS: HOW CHANGING
EXPECTATIONS OF PRIVACY CAN ERODE FOURTH
AMENDMENT PROTECTION AND A PROPOSED SOLUTION
“TEMPLE LAW REVIEW, SPRING 2012, VOL. 84, NO. 3, p: 606.

https://www.templelawreview.org/lawreview/assets/uploads/2012/06/84.3 Bax
ter.pdf
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See: Bruce Middleton: "Cyber Crime Investigator's Field Guide " CRC Press
2002, p: 249. https://books.google.com/books?isbn=0203005236

See: United States v. Allen, 53 M.J. 402, 409 (C.A.A.F. 2000).

"concluding that" a log identifying the date, time, user, and detailed internet
address of sites accessed " by a user constituted a record or other
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Lk (5355 bl pagads Jlad o)) jera Lpd ol o WS
Al il ey eV LatV) o3¢l edl) (gginall adi e Ay pSN1 @Y L)
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"Morgan sl ieaall culdf @iy ey

information pertaining to a subscriber or customer of such service under the
SCA".

i ol b ()
See: Bruce Middleton op. cit., p: 248.

See: Jessup Morgan v. America Online, Inc., 20 F. Supp. 2d 1105, 1108 (E.D.
Mich. 1998). "holding that a customer’s identification information is a
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“record or other information pertaining to a subscriber” rather than
contents". https://casetext.com/case/jessup-morgan-v-america-online-inc
i ol g ()

See: Gina Marie Stevens: "Privacy: An Overview of Federal Statutes
Governing Wiretapping and electronic eavesdropping” Congressional
Research Service "CRS" December, 3, 2009, p: 30.

https://books.google.com/books?isbn=1437926975.

see: United States v. Perrine, 518 F.3d 1196, 1204 (10th Cir. 2008).

" Every federal court to address this issue has held that subscriber information
provided to an internet provider is not protected by the Fourth
Amendment’s privacy expectation".

https://casetext.com/case/us-v-perrine-5
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See: Charles Doyle: "Privacy: An Overview of the Electronic Communications
Privacy Act" Congressional Research Service "CRS", Report for Congress,
Prepared for Members and Committees of Congress, October 9, 2012, p:41.
https://www.fas.org/sgp/crs/misc/R41733.pdf
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See: Wilson v. Moreau, 440 F. Supp. 2d 81, 108 (D.R.I. 2006). "finding
reasonable expectation of privacy in content of Yahoo! email account".

See: Symposium: "technological change and the evolution of criminal law " the
journal of criminal law & technology 2007, Northwestern university
(Evanston iii) school of law, p: 593.

https://www.google.com.eg/search?tbm=bks&hl=ar&q=Wilson+v.+Moreau%2
C+440+F.+Supp.+2d+81%2C+108+%28D.R.1.+2006%29+
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Brian L. Owsley: “THE FOURTH AMENDMENT IMPLICATIONS OF THE
GOVERNMENT’S USE OF CELL TOWER DUMPS IN ITS
ELECTRONIC SURVEILLANCE “JOURNAL OF CONSTITUTIONAL
LAW 2013, vol 16, p: 3-4.

https://scholarship.law.upenn.edu/cgi/viewcontent.cgi?article=1190&context=j
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See: Christian Bennardo: “NOTES THE FOURTH AMENDMENT, CSLI

TRACKING, AND THE MOSAIC THEORY “FORDHAM LAW
REVIEW 2017, vol 85, pages: 2285 to 2416, p: 2393- 2394,
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https://fordhamlawreview.org/wpcontent/uploads/2017/03/Bennardo_April.pdf.
i ol g ()

See: Richard M. Thompson II: OP. CIT., p: 14.

See: In re the United States, 724 F.3d 600 (2013), July 30, 2013 - United
States Court of Appeals for the Fifth Circuit - No. 11-20884, 724 F.3d
600. https://cite.case.law/f3d/724/600/.

i ol g ()
See: United States v. Graham, 796 F.3d 332, 341 (4th Cir. 2015).
https://casetext.com/case/united-states-v-graham-214.
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See: Christian Bennardo: OP. CIT., p: 2398.

See: United States v. Carpenter, 819 F.3d 880 (6th Cir. 2016).

The court held that government's collection of business records containing cell-
site data was not a search under the Fourth Amendment. Suppression of
evidence was not among the remedies available for alleged violations of the
Stored Communications Act

https://casetext.com/case/united-states-v-carpenter-104
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See: United States v. Quartavious Davis, 12-12928 (11th Cir. 2015).

http://media.call.uscourts.gov/opinions/pub/files/201212928.enb.pdf

See: Sheri Pan & Sarah O’Loughlin: " Eleventh Circuit Finds Cell Site
Location Data Requires Warrant ".

http://jolt.law.harvard.edu/digest/privacy/eleventh-circuit-finds-cell-site-
location-data-requires-warrant-2
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See: Christian Bennardo: OP. CIT., p: 2402.
See: Stephanie Lockwood: “Who Knows Where You’ve Been?: Privacy

Concerns Regarding the Use of Cellular Phones as Personal Locators
“HARV.J.L. & TECH 2004, p: 315.
3 ol by ()
See: SUSAN FREIWALD: “CELL PHONE LOCATION DATA AND THE
FOURTH AMENDMENT: A QUESTION OF LAW, NOT FACT
“MARYLAND LAW REVIEW 2011, vol 70, pages: 681 to 749, p: 743.
https://digitalcommons.law.umaryland.edu/cgi/viewcontent.cgi?referer=&https
redir=1&article=3461&context=mlr
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See: Christian Bennardo: OP. CIT., p: 2402.
See: SUSAN FREIWALD: OP. CIT., p: 744.
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See: Stephanie Lockwood: OP. CIT., p: 316.
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See: R. Craig Curtis & Michael C. Gizzi & Michael J. Kittleson: “Using T
Using Technology the F echnology the Founders Ne ounders Never

Dreamed of: Cell Phones eamed of: Cell Phones as Tracking De acking
Devices and the F vices and the Fourth Amendment th Amendment”
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University of Denver Criminal Law Journal 2014, vol 4, issue 1, article 3,
p: 61-63.

https://digitalcommons.du.edu/cgi/viewcontent.cgi?article=1026&context=crim
lawrev
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See: Christian Bennardo: OP. CIT., p: 2404.
See: SUSAN FREIWALD: OP. CIT., p: 735.

el ola g2l (7)
See: SUSAN FREIWALD: OP. CIT., p: 736.

el ola g2l (7)
See: R. Craig Curtis & ETC.,: OP. CIT., p: 90.
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st (6 Aaddll saria ad D cdliaal) Jand) (Bl & Fardll 39 3e 40 Jafing o
s lgie A 2 A clasieal) G daEal (g ¢ iig )l JeY) daw 4uds
IS oy ULl By deaae o diaimia (LulE) iy W) aud
Llaa¥) oy ) logled) Jia a5 Lo Hals «CSLI g g lad)) cliily V)
Ol iy Bl zisai S ALYl daeed) ) et ) aline IS8 Ly
o3 Alalae o ¥ Cus dallen J) zlad Laad CSLI b sa)ls) bill) dasds
Jos Aaie claglaa CSLI gy Gy cdolall Jlee) cdla Jin clagleal)
Jie cdraddll Glasleall o 3al) clidly agihadily agilSats alasl) oYl
ol e ST ) llin \gigamiy A aally ¢ periiond) 4] Cady (SA) AN
e Jilel) oS0 138 (e (2S5 CSLI @by oY s cMiller dacad b 4dyndl
U Aalal) VL) € as ) andn gl Gl alilly dubeall clagleal
Ll Miller & 8 aohl) Joaetl) Lgpany el

:CSLI cliby e 2703 (¢) a8, Balal) (ghkail ase :dail) daal)

Lig Y] LA 05l (e 2703 (c) Balall il 13 e gttt Lt
i 2703 () sl of ) Uadlly 3sw SCSLI (Ao (3ahaii SCA Aijaal)
CoaisSl Copn Ol 138 (3855 cam oo dausal) dexd 5l JlatV) bl ol
S oadd A ai ma (SilSie 5 g Glea” al il amll Slea
ad (CSLI DA (e dadiiinne SlSjal Saw o (golal) cinlgl) o Bl o518
Cilogl) alafiad Gang b ggn g "a SleaS (gl Cinlgd pe daladll 2l
Bl (e AN 555 Canse lgdle Jgemad) Ka A Bl Blai (g Al gandll
Gl s ad ol o alsall Ol i of aSlaall (S Gl dasig YV ¥

i ol g ()
See: SUSAN FREIWALD: OP. CIT., p: 733- 735.
i ol g ()
See: R. Craig Curtis & Michael C. Gizzi & Michael J. Kittleson: OP. CIT., p:
89. and See: SUSAN FREIWALD: OP. CIT., p: 734 — 735.
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s ol 2 5galS Agandd) Catlsell (e P e L) 2703 () saldll
(g Y1 VLD lad (ggine laslaaS sl

Beal cudi JN3 Ga Ay Sy Adhall lan Lial) Laladl) daSaal) Cibda
P(ABhall () B55 89 ) ol

a5 4l Gad (addll of deSad) ofy United States v. Knotts duzi s
@) ) Lelsha cilaslaall o3a Jiy 4 dalal) St 8 dageadll li o)
Lelisy Zugla J213 Adhe Slan asSall iy cum (V) Sl o wy pats
GhLE Sleal s ) Guny bl Gueisung () Uguniie o @l a2y agial)
R Lo 13g ¢ KLY Juiid Slea alatialy Zosall Lkl lly edysn dugd)
gy AaSlaall Ui a1 ) Ay e pgiall gise Ml cdglal) o (e dagSal
Gpagadll b dis Cse WY Adhal) b e Jeaniall QA Jsd 2 agial
vaatl &dhal) o3a b ol S cLlall AeSadll ) Al 8 duadll il
sl DA e il b ¢ ginall bl daaill (385 dsis clgin Y agial) adge
O Aol oy (el damig aie Camy i (gl ) Ardse daclsha J& 23 dala

el olda g2l (7)

See: SUSAN FREIWALD: OP. CIT., p: 885.

el ola g2l (7)

See: United States v. Knotts, 460 U.S. 276 (1983).

“Monitoring the beeper signals did not invade any legitimate expectation of
privacy on respondent's part, and thus there was neither a "search" nor a
"seizure" within the contemplation of the Fourth Amendment. The beeper
surveillance amounted principally to following an automobile on public
streets and highways. A person traveling in an automobile on public
thoroughfares has no reasonable expectation of privacy in his movements.
While respondent had the traditional expectation of privacy within a
dwelling place insofar as his cabin was concerned, such expectation of
privacy would not have extended to the visual observation from public
places of the automobile arriving on his premises after leaving a public
highway “. https://supreme.justia.com/cases/federal/us/460/276/

See: Richard H. McAdams: “Tying Priv ying Privacy in K acy in Knotts:
Beeper Monit notts: Beeper Monitoring and Collectiv oring and Collective
Fourth Amendment Rights “Virginia Law Review 1985, p: 298.

https://chicagounbound.uchicago.edu/cgi/viewcontent.cgi?article=11211&cont
ext=journal articles
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& Aragadll Joine adg 4l Gal daladl GHlall B Hlaw G il el
AT O (e daise

dle dns Al G b oS ) cund Adhadl Ll ASad) o e
United 4uai a9 (GPS) allal adsall aaas alayy adiill (ageads Yo Y
Blad (o deed (gl) docadll sl 8 clgd) 5LaY) Calladly States v. Jones
Bl a3 by ¢ jgill ) aseil) i 03 G alsal) Lilye of ASad
sl wann Al a Gles Cudfy L) e JE el o dasSall Cilias
G ol 58I Slal L s agiall dag)l dlawe S50 e GPS Ll
sl (b Oleall S 1sald DS GS1 Ul Ve (gt g LuaslsS dabilia
sy YA 5ad Bl SlSian AogSall coniin &b cadlyle A5 g de golall
e e BEY) daghy (paly s aia alel A o dlld s cuasdg
& U GPS allall adlgall ypan ol iy dedalid) daSae Cuma ccuhpaidl
bl claial WS Giss Aal) he G Bl gy sl Lple Jyeanl)
& D) il Lavie duagaadll Joina g 4l 0 ol igs oY Algke il
cAalad) gl

Lan Cumbiy AlYL GSs gpiladll da cjdaal CGus s cpals
Jsd o) ) coaliy A3y saaiall GVl LaeslsS dabalia 5y 6 Calina)
clgvy GPS Sleal Ssldll e aladin) Guh oo lgle Joeanl) & Al ALY
bl el deSadl) asad L laag caabl Jaaesl

i ol g ()

See: United States v. Jones- 565 U.S. 400, 132 S. Ct. 945 (2012).

“Affirming, the U.S. Supreme Court determined that the Government's
installation of the GPS device on defendant's vehicle, and its use of that
device to monitor the vehicle's movements, constituted a "search." Under
the common-law trespassory test, the Government physically occupied
private property for the purpose of obtaining information. Such a physical
intrusion would have been considered a "search" within the meaning of the
Fourth Amendment when it was adopted. Defendant possessed the vehicle
at the time the Government trespassorily inserted the information-gathering
device. The Government forfeited its alternative argument that officers had
reasonable suspicion and probable cause*.

https://www.lexisnexis.com/community/casebrief/p/casebrief-united-states-v-

ones.
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Gl o) cagll) i dgag (e CSLI ) edlad dlaadl o ab) < Luasla
il oo Ll adly y cnd oSl )i Ao <5 Y CSLI o Jasdl)
Ik ol sladdl) o SAL uaally bl dasill g (ool Cinlgl alige il
laall s3a 20 e )8V 8 GaasSall Lucgalld (dlaall @l dalag (520 o
tgolal) Ciilgll aBge ai C v dilas L) aaY (mes L L

e waall Y Bl RGN () Jalasl Alall JAs) Bygpda i A AdY)
ped (CSLI & Laseadll dlgina cladgiy Gshaiing SV o 05085 oleadl
J8 s 03 o Jyamnll dasSall (e iy of uag eliadll b L Oshalay
Cglin ag aniadl OSe a3 (e oKall Glastll adte (po Ul 038 ol
(Ol M) b elat s Dles byl Gay S sl ) allae Jigg
Gilasle o Jpmal) LagSal) o Jgun Lae cdasyun Byign ol Lngl il ()Y
Bles 3Ly DA e ilhad) 13gd Ogll Cusien o G (padally dals
L)l Jaaail

o A Bleadl o (S and) dany dygies Al Bl gl Ll
G gied Ga bl daaanll julas lgal Ay JSy clguibalsad Waydgn Jsall
OS] dles il djgiall LgalSal uudi b Aall iliVsl) aSlae aiatiy csaaial
cbadl ginal) AlSal d5lhe daadll Bgaall

ol State v. Earls duxd 8 pned Ll Lol ¢y olld con iy
I Dl b Lpnageadl) b 3all Agias lads agal Usanal) Citlogl) pariions
gisall by (il J8 Slad o) e Jgemall e dayall ey Lee (CSLI
A s A ol ALE LYy el Ly (oles)) catte e

5 gl b ()
See: Christian Bennardo: OP. CIT., p: 2406.
See: SUSAN FREIWALD: OP. CIT., p: 724-725.

elld olda g2l (V)
See: Orin S. Kerr: ”An Equilibrium-Adjustment Theory of the Fourth

Amendment “HARV. L. REV (2011), p: 476- 480.
https://cdn.harvardlawreview.org/wp-content/uploads/pdfs/vol125 kerr.pdf

i gl o ()
See: State v. Earls, 70 A.3d 630, 632 (N.J. 2013).
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rgolal) Ailgl) aBiga gt dISE) Jal e pdl) JAdIl) By g e AuEN Ay
Ll b ade Gagaid)l Sladl ) bl 8 Ll of e a2l e
Ju Jed Ol 138 8 pai jpaimn ey qmil) Gany o V) 2703(d)
G988 (i e LYl Ayl gl o GapaisSl) elghal) (e ey JEa
(L U8 e CSLI clily e Jsaanll iiaall Sliad 0 st ajliey
SCA ) g pSyY) cVLa¥) i Sl doaed JAY) Gand) &5k Loty
Gaind AesSall o Gy Cusy 2703(d) ) Balall A ol AeSadl) Y
ol 2Medl Agheae Glal dlia o maags daaly Glis 25a9 il 1d ¥ 2 ophs
Baase (gls U 1 AU capaall djass dla @l Lglhall adgall Claslee
o andall g aseiall b Dalaall o LISy Alsine Ala 25ng gl daizlyg
L2 gl gl il (3Uaig

P @ sga 2 mosaic theory slwdmadl) Al (gulai (42N 40Y)
ol iy oSl Aalle (o W Jaadly 1) gl ald) Qo) (389 duagadd)
el Jalag b o pSall oy bl doanil) s 3y 50l e CSLI 4] ye

The court found that defendant had a reasonable expectation of privacy in the
location of his cell phone under State law and that the police should have
obtained a warrant before tracking defendant via cell-tower information
from T-Mobile. https://cite.case.law/a3d/70/630/

LR ) Y] (“)
See: Dennis J. Braithwaite & Allison L. Eiselen: “Nowhere to Hide?: An
Approach to Protecting Reasonable Expectations of Privacy in Cell Phone
Location Data Through the Warrant Requirement “AM. J. TRIAL
ADVOC. (2014), vol 38, number 2, p: 308.
s gl g ()
See: Christian Bennardo: OP. CIT., p: 2407.
See: Stephanie Lockwood: OP. CIT., p: 317.
s ol g ()
See: Stephanie Lockwood: OP. CIT., p: 317.
(urging legislators enact specific warrant requirements for cell phone data)
el ola g2l (%)
See: Christian Bennardo: OP. CIT., p: 2407.
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e dalas a4l ) 4B Ade (59 alSaY) sda i elgddl) (g
& @l esa & mosaic theory slutuadll dlad Cngar 8y 5l e CSLI
ety Al Cagladl) pellas Anplaill odgh ¢ jgiell aahll Jhaill (385 duageadl)
LULaN 138 3 akedal aSlaall deriis 8 Blue o iy Juadl (S5 CSLI

Oe A 2 Gajle dualdl susdl il e Aoy @A) Labi ey
oe Gl e Al Qe ol o dlaill desSall ellae sl
4383l dahiall dakaliall deSaa ciaag ogolall Ciilgl) alge Slily Jes Gilaglaa
Clastes g53 ale IS8 has B Coplll s3eld o gas (3 adl dysin e
Gl odg) LSl Aegendll G c(gslall Cinlg)) AdISe Lgaun ) adgdl
dragad Gl Allas Cie el ddhall e ag VIV e e 3Kl
Chll 53l (e (golal) Citlgd) adse wans Alle el iyl S Lo ulie
L) ey

bl doaaills Lalsll mosaic theory slubuadll 4uykas I daall oda sty
sald el gl oo A Y N gl pead Adha) o g o4l Jei s
o Bgms JS1 05 o oS cilaglaal) o3a maent Gli (il o dajie IS
ob b sAAL Galimnay) daae il LS ddpageadll 8 dis gy sas
Dby Lee golall Cailgll 3530 go g daige liy ¥ golal) Cinlg ardti
LNENED Calal) sac s guks

YYAS Ga e lad) aasal) i ()

i s g2 ()
See: In re Application of the United States of America for an Order
Authorizing the Release of Historical Cell-Site Information, 809 F. Supp.
2d 113, 126 (E.D.N.Y. 2011).
https://casetext.com/case/in-matter-of-an-application-of-us-4
See: Christopher Joseph: “FIND MY CRIMINALS: FOURTH AMENDMENT
IMPLICATIONS OF THE UNIVERSAL CELL PHONE “APP” THAT
EVERY CELL PHONE USER HAS BUT NO CRIMINAL WANTS
“Barry Law Review, Vol. 22, Iss. 1 [2017], Art. 4, p: 71.
https://lawpublications.barry.edu/cgi/viewcontent.cgi?article=1117&context=b
arrylrev

sl ol (%)
See: Richard M. Thompson II: OP. CIT., p: 14.
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@}A\ by o @ jis il Laladl e sasiall VI Lied) deSadll cilae
g (A pSa 3 dpagadll b caall Jgies algi aian WAL 200
O Al glss cdlla g ks agag 2o Als il saasiall LYl Llal) ZeSaall
CSLI Ciolgd) adse lasles o Jpemal) die Jaind) caadls asere Sl
12 ) Lallall cileagiy oA ganall 832 Ly deat S duglall 2 1Y) cDla)
&b Gl giee el pads o3 algdl) e of waas e 3ly zlma)
I8 ) adsall cOlaw e 2SI e a2 e Aple 5 Y ) G gensl
Ol Cala ag cgplall Cinlel) aadieal LKL YLy
sl o daSaal) cidaa¥y «CSLI J sl daglall e daSaall <SS
gl eddiie e & (Saall (o Clea Dpad)ll Laglosall b de L)
Wggun dranay Licsusay Aate adsall CBlaw Oy «Dlying Slgind Aganall
g . lld (DA, ddgyeall e Silagleall 28 ) Jyeagll 401Sa) ddajill g Lae
alsall aan HUas Adhe Jie cAlgend) Citlsgll aif i cAeSadl) Say ela W
i) sl ol Alie Jady ety Bagale JS80 Je <GPS allall

See: Christian Bennardo: “NOTES THE FOURTH AMENDMENT, CSLI
TRACKING, AND THE MOSAIC THEORY “FORDHAM LAW
REVIEW 2017, vol 85, pages: 2285 to 2416, p: 2400.

https://fordhamlawreview.org/wpcontent/uploads/2017/03/Bennardo_April.pdf

See: In re Application of the United States of America for an Order Directing a
Provider of Electronic Communication Service to Disclose Records to the
Government, 620 F.3d 304, 317-18 (3d 2010).

ety ol g ()

See: Klaus Schmidt & Katrin C. Varner and Agrey D. Chenga: “Third-Party
Doctrine Principles and the Fourth Amendment: Challenges and
Opportunities for First Responder Emergency Officials “2020, p: 3.

file:///C:/Users/ Administrator/Downloads/laws-09-00007.pdf

See: CARPENTER v. UNITED STATES CERTIORARI TO THE NITED
STATES COURT OF APPEALS FOR THE SIXTH CIRCUIT No. 16—
402. Argued November 29, 2017—Decided June 22, 2018.

https://www.supremecourt.gov/opinions/17pdf/16-402_ h315.pdf
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CSLI oo cadsll e Gl ¥ (&6 bl lgie (adsll oy Al cilasbedl)
Gllee e CSLI I (e sl AaSall g ASLOU) cl¥ L) cilhs il
oe OsSlgindl meady Laie (JB die o) Aeadll adid (5891 ol
Uganall Citlsgll saaiionn o S Bradie o(citlsgll 8L Juaiy of @yl ilagles
ey Al @l ey dlinal YL 8 CSLI ge duclsh (onais ¥
CSLI @leslee el aty Gus . AY) dendl) adial Ol o eDlaall Ly
pasiuall Ciila (g lad shal (gl g <l Jsanall Cinlgll Ll (6 Pl e
cJandall 2o

Ji Y @il CSLI el o daih gudaty oSl of o dalya oS8 aly
b S CSLI e calide zlisial jym Lo @llin (5 8 Ll dasa oo
Jolin il daSadll o e pil) o al ) 5LEY) saats ¢ el duie) il
sl T aSaD) 13gd 05 S8 clgaladinly CSLI S @sildl ) 8¢a] Jguas
dahae il b Slgial) aige Glily gead ) dlaal Aady) e

LaSaar dusld) Ldhadl) 3 aSa Ao calal) B Llal) daSaal) aa i
spin & i) aSlaal) e CARPENTER dadad & 4d)adl) Gilisy)
ool 8 alial) L) deSae crald QS ) Ll AeSad) oSa
& CSLI I o o adaiy 5wl Vs o oo & 4l ) Sims daad

3 ol by ()
See: Timothy Tobin & James Denvil and Shee Jin: “U.S. Supreme Court Holds
that Historical Cell Site Location Data Is Subject to a Reasonable
Expectation of Privacy “2018.
https://www.hldataprotection.com/2018/06/articles/consumer-privacy/u-s-
supreme-court-holds-that-historical-cell-site-location-data-is-subject-to-a-
reasonable-expectation-of-privacy/
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RN

agalail IS Luad 8 Lled) AaSadd) Vi) 8 L) A ol
ehaY) OIS 13 e dilaty Cauagy e dedll gl 8 adsall clogless CSLI e
e ae agiall Lpageadll ggydall adall clen Gias dalee S asSal)
Ga JBY) e Ul daas ) cileag saal dlead) cupal dag€all IS Al b ol
O 1) L 4l Sims 4eSas caaaagl «Carpenter 2 gwlall CSLI I culily S
f Aledll o8 CSLI <law A Luagadll 44 Cajien alsi paddll (53l
Bas e Alla J€ Gl e baaas

Jsiras oopd @B 4l (K o) Sims o deSadll @y dlly oo s
Ji i€ sadl) o Cum ) gaill e daBige o) Lswal) 5l L daasadll
.CSLI <o ) 4oyl Jgemy (10 ilele S35 (e

el ol &l
Business Jbou ) e S ool ol bl | il | Dl Gl 2 5 Sl
i guadl| & G2l g Records

el mpen JleeY) el olin GUBN Cijhll i B gk 448 Y
onbe Jlee¥) Chlan (g sane gloil liy Gl Cylal) saelE Gubal )

i ol g ()
See: Shea Denning: “conducting surveillance and collecting location data in a-
post carpenter woeld “2020.
https://nccriminallaw.sog.unc.edu/conducting-surveillance-and-collecting-
location-data-in-a-post-carpenter-world-part-ii/
See: Sims v. State <569 S.W.3d 634 (Tex. Crim. App. 2019).
https://casetext.com/case/sims-v-state-2033
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Lopypia Glaiies Lielal) culaef % «Couch v. United States 4 A
Gl Sl Slatil el aledy ey ulaall sletin) LogSal) @paaly clganladl
o diellall ald o} el oy il sagasally dielall Gyl AV
Gualaall ) Slg Gusy (aulall Laly G Coplall 5acls Jany 4l il
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Mgy Bt 3 g o

b jsis 45,4 el Ally Lillian Couch o 38 duadll ol adldy el
lalae ) ledlael cla caad 1900 ale diag el ghiass Go3d dussaS
& el b3y Baiia) Culaall o e w2l ey canyall Wbl sy
ple s bl ot A8l b Lgiay cilafial Gl dala of V) caslile
A Aapal) GBEY 8 Gdas Ll @yl s JSy Ty 1474
Iy ey o gy ¢ Jaal) Jaall b € alidil o chdiga angy (il
ISl o Whidie Gian 2300 oY) 5y cblaiad s S pals JS;
sl el canse o Dyl @blEY) glis Jlas) dlia IS 1)) Lo yasdl
ilSoa e ] Calaall pledivl jaaly A ASie ) @l pias alal)
el ol lelae (Jl cdladdl sl Cslaal BB cailSee ll e 2Ly
Lee Limpdl 4upal) dadalaall daSas alel gy paladl €GN aa & cele sl

LR ) (V) (W)

See: Couch v. United States, 409 U.S. 322 (1973).

“On the facts of this case, where petitioner had effectively surrendered
possession of the records to the accountant, there was no personal
compulsion against petitioner to produce the records. The Fifth Amendment
therefore constitutes no bar to their production by the accountant, even
though the IRS tax investigation may entail possible criminal, as well as
civil, consequences. Nor does petitioner, who was aware that much of the
information in the records had to be disclosed in her tax returns, have any
legitimate expectation of privacy that would bar production under either the
Fourth or Fifth Amendment “.

https://supreme.justia.com/cases/federal/us/409/322
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Jaall dupea LAl e degh Payner olgil (8 ducadll 2By edlng
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cpgall bl donall Bgin clgmy o il Y) oAl e (sl Of ge w2 e
pan adll Al Bl Ginsas dball ) ik agiad) of Lled) AaSadll @) g
U celill Calage e (S5 e J<A e oDaLY) &8 Al cilatiadly alaieY)
b dle G finall glul) gy Laxie Y] @bl dasill 3 agiall Goin g
dalias ) agaal) clbia Yy ulls Caplay Laldll el Gy cdaguadll de gyl
b ) Lgab 388 Ladll  lgle DY) 23 S Gl dvagadll
L) s Niae s

sty olan V) (W)
See: Michael B. Sadoff: “COUCH v. UNITED STATESPROTECTION OF
TAXPAYERS' RECORDS “DePaul Law Review 1974, volume 23, issue 2,
article 11, pages: 810 to 820, p: 810-811.
https://via.library.depaul.edu/cgi/viewcontent.cgi?article=2792 &context=law-
review.

gl o (1)

See: United States v. Payner, 447 U.S. 727 (1980).

“Respondent lacks standing under the Fourth Amendment to suppress the
documents illegally seized from the bank officer. A defendant's Fourth
Amendment rights are violated only when the challenged conduct invaded
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WS JlaeY) Dlans o pany pagiall Gl daludl DA YW,
Cuzady (DA Lladll aas (A bl daatl) 33y drasadll b agis canga
ol b Jsb ol () Al Gl sl Cingar gsball AeSadl
Cun Lasadll Jia aig dlia 58 o oSa 4l ) 2l pala «Couch
camlaall ) Sleslaall als DA e 4l e calae ) cBlawd) sl 2y
Job oaldl) paiiuly cdare (e lgie 2iS L dlal 4aulse Couch e
Gl Ldpad) cDlad) Y ady o ddall pniniae s e dusd b
G el Ko Al e @ilS L agiall dradd o dals @bl
e anbadly GIE Cala ) Lclgla cilasleall agial) o sl coliaall Janll Gl
GoAis ediky G Bk Gaddl 1 e dess AT gads ) wsis
L) gadl

sl Jaandl) Alas (e Yy Jlee¥) o Alaad dugildl) Jilad) Ll
Al Gl Ll lga¥) e el 2lan 5 Labie JlaeY) Dl Llad ola
) el @llia (B Caplall 5aclE dgalse & ] DS 5 eDlaal
S S gl g oy e edlaeY) @Bl ol bl Juaell djlead A5
ey A Bl oda pgia A L QAN (il Sacl el ii
Cohll e ) Joeasll Laald Lo of daSaa yalsl lsal) o2 callas Y
383 a8 ey Ll G Caplal) el ) dseasl) piad (Al Vs 8 el
Goaall e il oyl sacls Al M) gl e S as ) by ok
P Lad LY a2g] apad gy bl

his legitimate expectation of privacy, rather than that of a third party, and
respondent possessed no privacy interest in the documents seized in this
case “. https://supreme.justia.com/cases/federal/us/447/727/

See: Glenn Kirwan Beaton: “United States v United States v. Payner: Closing a
Loophole in the F yner: Closing a Loophole in the Fourth Amendment
Exlusionary Rule Standing Requirement “DENVER LAW JOURNAL
January 1981, volume 59, issue 1, article 8, p: 133.

https://digitalcommons.du.edu/cgi/viewcontent.cgi?article=2937&context=dlr

el ola g2l (7)
See: Orin S. Kerr “The Case for the Third-Party Doctrine® OP. CIT., P: 570.
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Dpta b o) dragaadll 8 Gal) alan Al cpilsll oKa dalall eyl
g3y Gl Kavg celld bl Jaail Jads o) b in ALY pes die AaSaall e )
G Y Cunens b lid JBl i ad ccilially Goiall e cilelie) 4
The Pen Register and (58 GaoaisSll oo Jlall Ly 48 clgl (il
Mgalls e Ggilall & 4 & Mg (Trap and Trace Devices Statute
Ge am Y el daedll o Guian duzmi s oay (18 ULS.C. 3121-3127
O IS g cilgll e Ly Jlat¥) iy A1 aatl Qs Bjeal plasiad
O Blelie e cAaSadll (o el (3 B3 028 e i ayan <5 Ll (glal
gl oSy osldll Cager BGL Jou ol Aol o el o Jpuanl
Gainy Ala 3 Lgle Jpemnll Jaing ) @ilaslaal) o Gaaeas ) i () sinall
(18 U.S.C. 3123(a) sl 335 s s
ol dragad Gl GunisSl 8 e Gl e Tayy il
The Right to Financial Privacy ddlell duagasll (556 & (ilalsall 2Ll
CBlandl 3 Bl Slagled) ) LasSall Jpems 2 &5 G <Act of 1978
o LA e bl dasall ok Y s cdlle dsge @ diee (Y LW
lasSall (Ko RFPA (058 anged il Coplall sl gpn 4 Ajleal

118 U.S.C. 3123(a) alall yai 158 b Ly ()
“upon an application made under section 3122(a)(1), the court shall enter an ex
parte order authorizing the installation and use of a pen register or trap and
trace device anywhere within the United States, if the court finds that the
attorney for the Government has certified to the court that the information
likely to be obtained by such installation and use is relevant to an ongoing
criminal investigation. The order, upon service of that order, shall apply to
any person or entity providing wire or electronic communication service in
the United States whose assistance may facilitate the execution of the order.
Whenever such an order is served on any person or entity not specifically
named in the order, upon request of such person or entity, the attorney for
the Government or law enforcement or investigative officer that is serving
the order shall provide written or electronic certification that the order
applies to the person or entity being served*
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agSal) (ol IS 13 elesinl el A e ddlall Bl 038 e e Jguan])
3535 Ol S eyd ay dla i dslhaall cBlad) ob lEed s
il dajp daia (o) Labaall ehaYl Gues slbal Yol 4 4ndall LagSall
LM12US.C. § 3402 a8 5okl Congan cllyg cdsits e g il

o Cbalsall (s dleal Lalall Gyl (e 2all Cyvea uadll e ey
ol Gl Gyl 5aclB dgalse b agile Osid dileidl C sl dpasad
The Health Insurance ulsdll oda ey lgigalse e abll dianll 08
& @ s gy Portability and Accountability Act (HIPAA)
Privacy Protection Act restricts (glis duhll cladwll duagas
Llaid) SOl ) Jseasll e 03 Osn desSsll pie (sly government
Stored djaall 4 pSIY) VL) e Geilis cdonlall cilgall sal 2yl
JS edig pSIY) VLD adll (goinall  any (3l Communications Act
sl LS A Dl ) Jseasll e gl sl Gayin ol ol
bl Qi Casen dane e AN bl

112 U.S.C. 2403 53l pai 458 (b Lasds ()
Except as provided by section 3403(c) or (d), 3413, or 3414 of this title, no
Government authority may have access to or obtain copies of, or the
information contained in the financial records of any customer from a
financial institution unless the financial records are reasonably described
and: (1) such customer has authorized such disclosure in accordance with
section 3404 of this titlet (2) such financial records are disclosed in
response to an administrative subpena or summons which meets the
requirements of section 3405 of this titlet (3) such financial records are
disclosed in response to a search warrant which meets the requirements of
section 3406 of this titlet (4) such financial records are disclosed in
response to a judicial subpena which meets the requirements of section
3407 of this title; or (5) such financial records are disclosed in response to a
formal written request which meets the requirements of section 3408 of this
title. (Pub. L. 95-630, title XI, § 1102, Nov. 10, 1978, 92 Stat. 3697).
https://www.law.cornell.edu/uscode/text/12/3402

5 el o (%)
See: Orin S. Kerr: “OP. CIT., P: 596-597.
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ébl\ Juaill 22l G Wlsh (5a3 Aabdiall uleall oda Jied e Gl 2
CBlaad) Alls 8 oLyl agy andal) diliae o dlde pe dhal Jes o
Al Sl Ala g celema¥) el bl Gl o 4 andall oKay )
O @l s Bl Gllaig gals ) aas of Yl desSall e o5 5]
gy Ala @y 058 of dainall e Lgman @3 ) @laslead) Gy Jla Lo i
Loyl maddy degyiall e QSLEY) aud Al ulel g «dal
L dael s Kan e Uy Sla (i b il
| cagar Bdall Chlad) A e Axgildl dglaad) :dgll Ay
el Cagan Bkl GlliaY) 3¢ :Common Law Privileges aladl ¢ silal)
s andall (6$ Lvie (JlaeYl Do ) Jgeasll aasil £ 8130 alad) (530
Cphll Ol ) Jgeasl dagSall (€0 Y Guny (b Caylall aa Bhae Ale
e AV G bl saels e SLalY) Gty Dled) Lalll e el
Lalall clasbeall Jad (e 05 28 Lo Ll Jail) aae g gLl e 2aSal

08V Ga clad) aasal) i ()

:olaidly s Axalay 36 Orin S. Kerr ey nl) e gai 455 b Lady
In many (but not all) of these cases, the statutory privacy laws provide less
protection than would the analogous Fourth Amendment standard of a
probable cause warrant. s6 But that is a good thing rather than a bad one.
The fact that standards are low prevents the end-run around the balance of
Fourth Amendment rules that outsourcing can permit. At the same time, the
standards are substantial enough to make it quite unlikely that the police
would use the investigative powers solely to harass innocent suspects. In
the case of financial records, a suspect could move to quash the subpoena,
which would provide a court audience to hear his complaint of government
overreaching. And in the case of pen registers, the government must first go
to a judge and seek an order, certifying under oath that an ongoing
investigation exists and that the information collected is likely to be
relevant. These intermediate standards deter wrongful abuse while
permitting legitimate investigations. They strike a middle ground not
possible under the Fourth Amendment.
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Yl aSlae Loyt LS alall (gl foalae daSad o Camy vvopadl) i aaLal)
O Vsally Jiall gsum 8 saaial

G ) adady oyl Jsed) ald o (S Ll el s
b2 OsS5  ey alses aladll n @D oS b 4 Rl Gladl
Jalall S Y colaal e lgale Joumnl) ZasSall jony M i) il cilaticual
bl ASad) anal Lo taay AL Wl aalaadll el Sl ae il
.M Fisher v. United States dcad

plae N daenll A e (ull Zlalll) 2l calgay alaall Ll asass
o) 138 L] alaall Joag Db ¢ Sliial il Aisild Brelise e Jyeanll Jaf (1
el aipf s aasl) SLaeY) alSsay alaall Slial s QA1 padd Y
olds Al Slaals caimie shud Gli puiil) gllaall i) ligh lall ()il

)l LY ael (e 00 ) B Baeldll el ygi A Lady ()

"The privilege of a witness or person... shall be governed by the principles of
the common law as they may be interpreted by the courts of the United
States in the light of reason and experience.

lld ol b (V)

See: Gregory I. Massing: “The Fifth Amendment, the Attorney-Client
Privilege, and the Prosecution of White-Collar Crime “Virginia Law
Review Vol. 75, No. 6 (Sep., 1989), pages: 1179 to 1220, p: 1179.

https://www.jstor.org/stable/1073111

See: Fisher v. United States, 425 U.S. 391 (1976).

Compelled production of the documents in question from the attorneys does not
implicate whatever Fifth Amendment privilege the taxpayer-clients might
have enjoyed from being themselves compelled to produce the documents.
Whether or not the Fifth Amendment would have barred a subpoena
directing the taxpayers to produce the documents while they were in their
hands, the taxpayers' privilege under that Amendment is not violated by
enforcing the summonses, because enforcement against a taxpayer's lawyer
would not "compel" the taxpayer to do anything, and certainly would not.
https://supreme.justia.com/cases/federal/us/425/391/
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) caal dpagend e sidU € sl EEN GLEY) o

Auislel) LIS e coanl) Aumd b Colell IS8 45 olly e Jidly
ciilgll A$ys cults Gus «Olmstead v. United States Llell deSsall Y
38 Jie ccitilgl) Lasha o coanll padiios Y dasSall b oS o) Llad) 2aSaal)
Sl Sleal aadin @y g8 cCitlgll DA Lyl alill e ahie e
M gilas g Janl) egSall iy Cinlgll alasiad

¢ua «Gonzales v. Google, Inc. 4w 4 <l e &las <Y Jtdl
Gl e GSE e wall el sleSind IS Jaadl 8l Cayraal
Aalay Ll Jandl 535 caealy ¢pped Baal (pedticall sl st (e oS
GlSHaal Ggardiall aadialy Cupiy) aladia) S poadl Glegleall 22
celeana¥) al S e Google 4S)é cacayiel (daaly) dlge e Jouaall Eaalll
e 08 Gl el llyy ele s Ll Gl Gua e Jad iy il
Google «laly caalg t}yJ Bl il Gilblee paeng Jlsde lesdiul
o Joanll cunn gl Gl o clesnid) @l S plall cudlag gl sie)
Feaill Google e al o3 ¥ e (€ 7 Y1 ofy Al Sl it cilashen
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lld ol gl (V)
See: Orin S. Kerr: “OP. CIT., P: 598.
See: Olmstead v. United States, 277 U.S. 438 (1928).
https://supreme.justia.com/cases/federal/us/277/438/

lld ol gl (V)
See: Gonzales v. Google, Inc., 234 F.R.D. 674, 683 (N.D. Cal. 20006).
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sl il 8 lgde 3y ¢ Jigall Ladls ALY 588 e s ) il
Sl el Gl i Gl aral lady) @l Gl #Ual el
22 oSayagale ) Cliay ilaslen & Jon 53lgall YY) p2e & Gall agaiay
ChLiaY) o Jiamy agili Gl Caplall saclE 588 Gulad ade & ey lBal)
QS cAcasyay ool llaall 7 giaall QIS (alSoas calaall Zsiad) SLaaY) 3
CBl el g Al il Cile) Al b cp Sl il

Oo Bl Cainall 5l il Grmnyall o USsall o aey D) o2 Jl Ay
ke (Sar ¥ aild ¢ aldl o) culall i calaall Zalall o))yl e adS a8
S ag! s Y ey els Ciyla Bl Al f il anlall o alal
pda o e (@l e aajla) clhlall jeny VLS @llaladl clagledll 83 e
el Jsa Dleliul) oda Ay cleliul) e daell lgde i)y B il
Gl Caplall sacl adat ) aspd & ey llaludl Glaglas e pgaal L YY)
Lo Jaadills 4l (o yaiin La 130y cagoal 3l cilagleall ol 2205 Wi aa)laely

1lgag alaall oiaal) SLia¥) 1Y) jLiay)

Gy bl aladlly daeal) o dupad) YLD zsiaall SLieY) aa
Ol OF e pe )l ad calall gla) 2l Canger 4y Cijinag Aadlynill oSlal)

The case raised vital interests regarding the government's power to subpoena a
third-party, a third party's interest in not being compelled to reveal
confidential business information, and the interest of individuals to be free
from government surveillance of their use of the Internet.

https://www.lexisnexis.com/community/casebrief/p/casebrief-gonzales-v-
google-inc.

See: Jayni Foley: “Are Google Searches Private? An Originalist Interpretation
of the Fourth Amendment in Online Communication Cases

Berkeley Technology Law Journal 2007, Vol. 22, No. 1, p: 447.

https://www.jstor.org/stable/24118241.
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Al aaey gy LlaaY) ol o g ) clasbeddy Glasgiall olaa
(alaally daaall o w3 ) Ayl ) dalall VL) lady) 13 e
&) HLEY) Haats Al saclually §siall o Jsaanll [y Washa) s Alls
j\g &2l aal e Baaly USsally alaall liiels Aaleiall sac il (585 Lay) 4
e O Dbz BN Celaddl paes e B2l sda ety digall ddsieall
selll ity canll po plae IS el ase & Aulls el DAY
oo i) axe alaall a3l o 2K Galadl) Ll igall @gladl dandgail
Al e dayeal) Al 4l dranll a3k ol Lo Jranlly daleiall ool

Aleall gl SliaY) Gl Siay :4lSgag alaall g giaallliay) (gUai 1Yl
alsay alaall ADa) Aliay caai A YLtV pend ALK 40k

©Liay) lglady Al e of cilaghal) da L oo Jiledll S Uag
COlaleall g VL) glol aaan Llaad) Laalill (e 4l505 calaal) Sliial Jadty
Ly Clasleall Jail s3ha) aty Le IS ol (<80 VL) oda Jadig lagin
LeSaey 20N spl xSl Lo 1dag Al Bysdall and mpl alaall )
On oY) o Wi Haines v. Liggett Grp s &b Adhall L)

ald ol (V) (M)

See: United States v. Grand Jury Investigation, 401 F. Supp. 361 (W.D. Pa.
1975). " The privilege afforded to confidential communications between
client and attorney is well established in the Federal Courts and was
recognized at Common Law. Although the law strives to ascertain the truth,
there exists a countervailing policy of insuring the right of every person to
freely and fully confer with and confide in a person having knowledge of
the law and skilled in its practice, so that adequate advice may be received
and proper defenses asserted. Such assistance can be given only when the
client is free from the consequences of apprehension or disclosure by

reason of the subsequent statements of his own skilled lawyer".
https://law.justia.com/cases/federal/district-courts/FSupp/401/361/1604450/.
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B (e Aligh 57 Y al5a5 calaall Zoiaall SLac¥h alpe¥) Ge a2l e
ool JS suas chlaeY) sda of V) palad el 4l e £5aY) el
Clark v. United 4dicsd 4 Wall L€adl) ade @i Lo 1aay cdillae L3S
LS gy 3 4 day jx;w\ 8 (3l i aSlaal) culle 359 (“States
Gind ) 55 A e Jpeanl 3 Aol o (g iy cdiiall jally JelSl)
Ohia¥) gy ddsadie AlS5ay aladll C 5S5  Glasted) (S ol (allasl)
In re Grand b & L)l Galna) daSaas dad)l 3500 Xl L 12
Slenl) Lgati 3 Slagledlly BliaaY) oS o 4 Lelsis Jury Proceedings
b3 Y An s o A Al Hlaeh dsede L) 5 ey alaall
2y il glaal

1éld ui.:.... V) (M)
See: Christine Hatfield: “The Privilege Doctrines--Ar The Privilege Doctrines--
Are They Just Another Disco y Just Another Discovery Tool Utilized by
the T y the Tobacco Industr obacco Industry to Conceal Damaging o
Conceal Damaging Information? “PACE LAW REVIEW June 1996,
volume 16, issue 3, article 5, pages: 525 to 605, p: 576.
https://core.ac.uk/download/pdf/212892637.pdf
See: Haines v. Liggett Grp., Inc., 975 F.2d 81, 90 (3d Cir. 1992).
privilege extends to verbal statements, documents and tangible objects
conveyed in confidence for the purpose of legal advice.
https://casetext.com/case/haines-v-liggett-group-inc-2
i ol ey ()
See: Clark v. United States, 289 U.S. 1 (1933).
https://supreme.justia.com/cases/federal/us/289/1/

el olda gl (V)
See: In re Grand Jury Proceedings, 727 F.2d 1352, 1355 (4th Cir. 1984).
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Holding that information clients provided to attorney for preparation of
investment prospectus was not privileged because there was no "intent that
the information was to be kept confidential.

https://casetext.com/case/grand-jury-proceedings-in-re-84

1éld ui-&-' (V) (M)
See: SCM Corp. v. Xerox Corp., 70 F.R.D. 508, 520-23 (D. Conn.)¢ appeal
dismissed, 534 F.2d 1031 (2d Cir. 1976). “stating that the privilege does not
extend to statements of fact, independently acquired by attorneys .
https://casetext.com/case/scm-corporation-v-xerox-corporation-dconn-3-9-1976
ety ol e ()
See: Dean v. Dean, 607 So. 2d 494 (Fla. Dist. Ct. App. 1992).
court found the client's contacting the lawyer concerning a robbery indicated a
strong desire to keep his identity confidential
https://www.quimbee.com/cases/dean-v-dean
see: In re Grand Jury Subpoenas, 408 F. Supp. 1169 (S.D.N.Y. 1976). “holding
that location of client was privileged, having been communicated in the
course of receiving advice from attorney “.
https://cite.case.law/f-supp/408/1169 /

elld s o) ()

[ AVY ]



dasae dpale Ay (A gl Cgand) g cilud jall 3 daiadia Alaa) A gill) Adaal)

(ISSN: 2537- 0758)

ol e gl olull mdpall aclsall 2y LS 5elaY) sda (eaig
Wpe alaall (Ka ¥ & ey AV o i 2l pe il IS8 LY
saa L) of L) o uan o SelE e (<G ALl @iy AN ) Jeasl)
Sl oo SR ak RS A s 4 e Y LS ()il e (S8 A
ALl dles Ssally aladl) Sliel o deadll ol (US0A S rand)
AV Adled) Aablid) Aas ade Sl L Iy ey alaall Zapadl
(MSullivan Luzd 3 Liyslls
aldl il e gl A (3all Jlariuly alaal) ald Al ;G LY
Al IS 1Y) Jrealls dalal) dpd) Cilaglaall o RSN alaall Gsas : sliadl)
sl e gayde b ol IS aalgl Alla b llhy ais e gl By ym
b3 i (g dall e ol e 8 2l e daeed) acliy ol bl O (1
aclial Jotaa (<o duygyun Ll aiiay Doy Claslan e alaall CadS 38 A
ad Ly 8 bl e ol sim Aesiye Aine gped o Aeg i 4 oo
Redd Al G ASae Al s sl L by cJaed
o Gla jgambe Gaill e plaally palal) clnay) 1y (IMeyerhofer

See: In re Matter of D'Alesio, N.Y. L.J., Oct. 2, 1992 at 28 (N.Y. Sup. Ct.,
Westchester County).
” court held that a client's identity is not privileged since it is not relevant to the
legal advice provided for which the attorney-client privilege exists “.
https://www.casemine.com/judgement/us/59148729add7b049344e0b24
lld s o) (V)
See: MODEL RULES OF PROFESSIONAL CONDUCT Rule 3.4(a)
(Discussion Draft 1980), (hereinafter MODEL RULES).
https://www.americanbar.org/groups/professional responsibility/publications/
model rules_of professional conduct/rule 3 4 faimess to opposing part
y_counsel/
LR ) (V) (“)
See: MODEL RULES, supra note, Rule 3.3.
elld s g (V)
See: Sullivan v. Chase Investment Services of Boston, Inc., 434 F. Supp 171,
188-90 (N.D. Cal. 1977). " The attorney-client privilege was never intended

to shield the fraudulent activities of an attorney and his client".
https://law.justia.com/cases/federal/district-courts/FSupp/434/171/1417107/

ety ol e ()
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) slay) Callad) Sullivan dusd 8 4eSad) 3] L iy
H(raba¥) pasd) e L) dayn pohg poie AUls liia 1B LY
slaill Lol (Regina v. Cox ducad 29 YAE Gle e Sae oy b
Y USsalls alad) Slial of BaY) aSlaall oy G celimal) 1agl (V)
Bsdall o Jpaanll (ap adlpes alaall o a8l VL) ) s
Lapall gl Gl Vs caihall Ao aall gl Jhay Cus ey SIS
Malas ) leals agiall ol saad cllalad) Jolie e Bams (sSiu Lgailig

See: MODEL RULES, supra note, Rule 1.6(b)(2).

See: Meyerhofer v. Empire Fire & Marine Ins. Co., 497 F.2d 1190, 1194-95
(2d Cir. 1974), cert. denied« 419U.S. 998 (1974).

holding that attorney had a right to disclose privileged information necessary to
defend himself against accusation of wrongful conduct.

https://casetext.com/case/meyerhofer-v-empire-fire-and-marine-ins-co

See: Henry D. Levine: “Self-Interest or Self-Defense: Lawyer Disregard of the
Attorney-Client Privilege for Profit and Protection “Hofstra Law Review
1977, Volume 5, Issue 4, Article 2, pages: 783 to 829, p: 785.

https://scholarlycommons.law.hofstra.edu/cgi/viewcontent.cgi?article=1187&c
ontext=hlr

e ol g ()

See: Christine Hatfield: OP. CIT., P: 551.

See: MODEL RULES, supra note, Rule 1.6 (b)(2).

See: Sullivan v. Chase Investment Services of Boston, Inc., 434 F. Supp 171,
188-90 (N.D. Cal. 1977).” The privilege takes flight if the relation is
abused. A client who consults an attorney for advice that will serve him in
the commission of a fraud will have no help from the law. He must let the
truth be told .

e ol g ()

See: Regina v. Cox, 14 Q.B.D. 153 (1884).

https://swarb.co.uk/regina-v-cox-and-railton-1884/

e ol g ()

See: Christine Hatfield: OP. CIT., P: 552.

See: David J. Fried: “Too High a Price for Truth: The Exception to the
Attorney-Client Privilege for Contemplated Crimes and Frauds “64 Nourth
Caroline Law Review (1986). p: 443.

https://scholarship.law.unc.edu/nclr/vol64/iss3/1/
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Sl a1 LA AN o AaSIL alaall BMAY) AN sl eluY)
@Sl L 13ay Ol ddllie aial dlgiae 3sen Jan BT A Ll Gle
3saas ("David Doe dumd b Gl L) LSas Al sl ade
Dlas gla) sl 38 alSe of 00 asl) o duaal) i B aian o (oalaall
My g el e gl 8ol e diaed) delin Y 4l Ll diacail Wl
e GAT Blgul ol Togls e Slee dial 13a qallan 13 Wl 358 e 31
3zl e Claal) AOAY) 2l Gy eladll e alaall Cuila
e lai ¥ Al lgadty Sl A0S A e CRSIL alaall IAY) A5
Jaanll (o 13 Gulaill B e dpulls raall sesl) (Y Ssally alaadl Slial
aesilly dviaall Cleladl ddhadl) aclsall S5y (RIS Al Ldliadl) dlead) DL
) il alailly Alanl) Aglen 8 4y SIS (pilan elaall 50 28DAY)

Ssally alaall Slial 3ay Y 2 sally pundil) llaal) i) o SUY SLaY)
Sl el LeSaall cigiel 2 Adladl aSladd) 4y Cajid (53 sl L)

i ol g (V)
See: Hercules, Inc. v. Exxon Corp., 434 F. Supp. 136, 154-55 (D. Del.
1977).“holding that communications after the fact of a crime are protected,
to allow a defendant her proper right to consultation necessary to establish a
legal defense .
https://law.justia.com/cases/federal/district-courts/FSupp/434/136/1416787 /
elld s g ()
See: In re Grand Jury Subpoena (David Doe), 551 F.2d 899, 901 (2d Cir.
1977). https://casetext.com/case/matter-of-doe
LR ) V) (‘)
See: MODEL RULES, supra note, Rule 1.16(a).
See: Rule 1.2(d).” lawyer not required to engage or assist client in criminal or
fraudulent activities “.
:&3 Q‘wg &“) (\.\)
See: Christine Hatfield: OP. CIT., P: 557.
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See: Orin S. Kerr: “OP. CIT., P: 598.

See: Jaffee v. Redmond518 U.S. 1, 15 (1996).

The court reasoned that recognition of the privilege would serve to encourage
troubled individuals as well as those who witness, participate in, and are
intimately affected by acts of violence in today's stressful, crime ridden
environment, to seek the necessary professional counseling and to assist
mental health professionals to succeed in their endeavors.

https://www.apa.org/about/offices/ogc/amicus/jaffee

See: K W Chan: “Jaffee v. Redmond: Making the Courts a Tool of Injustice?
“Journal of the American Academy of Psychiatry and the Law
(1997), Volume: 25 Issue 3, Pages: 383-389.

This article examines the US Supreme Court decision that statements made to a
psychotherapist during counseling sessions are privileged communications
in a Federal civil action.

https://www.ojp.gov/ncjrs/virtual-library/abstracts/jaffee-v-redmond-making-
courts-tool-injustice
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:&3 ouﬁ &b (\.T’)
See: Christopher B. Mueller: “The Federal Psychotherapist-Patient Privilege
after Jaffee: Truth and other Values in a Therapeutic Age “HASTINGS
LAW JOURNAL April 1998, volume 49, issue 4, article 3, pages: 945 to
967, p: 949.
https://core.ac.uk/download/pdf/230113803.pdf
:d&s o‘we &“) (\.i)
See: Christopher B. Mueller: OP. CIT., p: 950-953.
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Asalall 50 ) 8 G el 13a Jo Al L) AaSaa dualally
cufi Lavie adaty ¥ 5LaeY) 13 o Auster Ll 6 ddhadl) GalinaY) deSaay
(ilasyeaiy YY) die duageadll Jsiee ads 4 oS Al Gl of gkl
agiall Jlail 8 Aoyl Jginn a5 (5] 2sms a2e’ (55 leil @lld b AaSaall il
Al alaag ol Gad ale o agidll oIS G 2816 Gl i Casie aaghy 4alledl
Gaad b Al L) A Balall Bl @ iy (a0
Ala S ol G dulas by Leisly SlaaY) 1 o el 39ag Joi Glass
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Dl il Bl Al ga L) oda e RES (56K Ladie i) pllaal
L 2ggal Jpeaslly

See: H. Carol Bernstein: “Psychotherapist-Patient Privilege Under Federal Rule
of Evidence 501 “Journal of Criminal Law & Criminology 1984, volume
75, article 3 missue 2, p: 401.

https://scholarlycommons.law.northwestern.edu/cgi/viewcontent.cgi?article=64
26&context=jclc

-l ui*?u ) (\.c)

See: United States v. Auster, 517 F.3d 312 (5th Cir. 2008).

“finding the privilege did not apply where the circumstances demonstrate that
the patient did not have a reasonable expectation of privacy when his
statements were made. Finding no reasonable expectation of confidentiality
in defendant’s communication to his therapist of violent threat against third
parties where defendant had actual knowledge that his threats were not
confidential“. https://casetext.com/case/us-v-auster

See: United States v. Glass, 133 F.3d 1356 (10 th Cir. 1998).

[ AVA ]



dasae dpale Ay (A gl Cgand) g cilud jall 3 daiadia Alaa) A gill) Adaal)

(ISSN: 2537- 0758)

& dclsh dlgd I (Ally (Glass agiall g baysi A daadll Ry Gadlg
G4l ey V99T e 4w Sla ddee 8 Llied) daal) Baag
;mag iy adly gyl (a< L;.)s;; Oy o il Al jal adied
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e Al < Age Hlia) ciida gl V) UYL Calie S baxiie iy Al
é}:d\ 138 e OYLaY] (5S Ladie daad o (Al alall mllall jaf g8 Bas
&b YL lewdl Aol Cuabyg AT ) dalall e CadSN e drena
ALY e3¢l 8 dals el ol dagSall o Canag LY anil) 28 il
Al 228 Cialoe By (@l ranss ol daalilly dusslid) Gl of cpn
United States duad 8 dwalad) slall 8 Calisny) daSae Ji (e Ol 2
1yl Ak & Calasdl) Hayes algi) & ducadll oy Gadtng Vv, Hayes

recognizing the exception but refusing to apply it where there was no showing
of the need for the evidence.

Holding that there may be an exception to the psychotherapist-privilege
privilege when "disclosure was the only means of averting harm.

https://casetext.com/case/united-states-v-glass-8

See: Huston Combs: “Dangerous Patients: An Ex atients: An Exception t
ception to the F o the Federal Psychother chotherapistPatient Privilege
“KENTUCKY LAW JOURNAL 2002- 2003, volume 91, issue 2, p:458.

https://uknowledge.uky.edu/cgi/viewcontent.cgi?article=1434&context=klj

i Ui";“ @J) (\.v)

See: Huston Combs: OP, CIT., P: 456.

See: Emily Gold Waldman: “Recent Case: United States v. Hayes, 227 F.3d
578 (6th Cir. 2000) “HARVARD LAW REVIEW 2001, volume 114,
pages: 2194 to 2200, p: 2195.

https://core.ac.uk/download/pdf/46714381.pdf.

See: United States v. Hayes, 227 F.3d 578 (6th Cir. 2000).

On the evening of March 31, 1998, Hayes participated in a therapy session with
James Edward Van Dyke, a social worker at the Veteran's Center. Id. He
described the layout of her home and explained that he knew when she
would be at home alone.The government argued that the information was
admissible under the exception set forth in footnote nineteen of the Jaffee
opinion, The district court ordered the suppression of Van Dyke's testimony
and Hayes's medical records and dismissed the case.
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https://digitalcommons.pace.edu/lawfaculty/303/.
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See: Huston Combs: OP, CIT., P: 474.

See: United States v. Chase, 340 F.3d 978, 987 (9th Cir. 2003).

The threats as to which Defendant was acquitted were communicated, during
therapeutic sessions, to his psychiatrist, who testified about them.

On appeal, Defendant argues that the psychotherapist-patient privilege
precluded the psychiatrist's testimony about what he told her during
therapeutic sessions. We agree and hold that the privilege applied; we
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decline to craft a “dangerous patient” exception to the testimonial privilege.

Thus, the district court erred in admitting the psychiatrist's testimony

regarding threats that Defendant had related during treatment.
https://caselaw.findlaw.com/us-9th-circuit/1292995.html

See: Huston Combs: OP, CIT., P: 465-466.

See: In re Grand Jury Proceedings (Gregory P. Violette), 183 F.3d 71 (1 st Cir.
1999). “This matter presents an issue of first impression: whether the
nascent psychotherapist-patient privilege encompasses a so-called “crime-
fraud exception,” parallel to that which we previously have recognized
anent the attorney-client privilege. We hold that the privilege entails such
an exception and that the exception applies here. We therefore affirm the
district court's order enforcing grand jury subpoenas served upon a pair of
psychiatrists “. https://caselaw.findlaw.com/us-1st-circuit/1260697.html
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See: Harriet L. Glosoff, Barbara Herlihy, and E. Berton Spence: “Privileged
Communication in the Counselor ClientRelationship “JOURNAL OF
COUNSELING & DEVELOPMENT, FALL 2000, VOLUME 78, pages:
454 to 462, p: 456.

https://onlinelibrary.wiley.com/doi/epdf/10.1002/j.15566676.2000.tb01929.x

sy ol V) (m)

See: DEBORAH PARUCH: “The Psychotherapist-Patient Privilege in the
Family Court: An Exemplar of Disharmony Between Social Policy Goals,
Professional Ethics, and the Current State of the Law “NORTHERN
ILLINOIS UNIVERSITY LA W REVIEW 2009, volume 29, pages: 499 to
570, p: 537.

https://commons.lib.niu.edu/bitstream/handle/10843/20548/29-3-499-Paruch-
pdfA.pdf?sequence=1&isAllowed=y
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See: DEBORAH PARUCH: OP. CIT., P: 539.

See: in re Alethea W., 747 A.2d 736, 739 (Md. Ct. Spec. App. 2000).

" Determining that during a court-ordered mental evaluation “the professional's
services are performed for the benefit of the court rather than the
individual; any benefit to the individual is incidental. The purpose of the
privilege—to aid in effective treatment—is not served”

https://casetext.com/case/in-re-alethea-w

<ol ui.a... Pb (nv)

See: DEBORAH PARUCH: OP. CIT., P: 540.

See: Kinsella v. Kinsella, 696 A.2d 556 (N.J. 1997).

“The children indicated to Dr. Montgomery that their father had hit them in the
past and that they had witnessed their father being physically abusive to
their mother. John Jr. stated that he wanted his father to refrain from
drinking during visitation. He also was aware of his father's prior drug use.
The psychologist's impression, however, was that the children were not as
frightened of their father as their mother had described “.
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https://www.courtlistener.com/opinion/1511212/kinsella-v-kinsella/

LR ) V) (”2)
See: Owen v. Owen, 563 N.E.2d 605 (Ind. 1990).
https://cite.case.law/ne2d/563/605

lld ol b ()
See: DEBORAH PARUCH: OP. CIT., P: 541.

:&3 ou.d &b (H"l)
See: Huston Combs: OP, CIT., P: 467- 468.

See: Nancy A. Nesbitt: “Tarasoff v. Regents of the University of California:
Psychother chotherapist's Obligation of Confidentiality V s Obligation of
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Confidentiality Versus the Duty t ersus the Duty to Warn “TULSA LAW
JOURNAL 2013, volume 12, issue 4, p: 749.

https://digitalcommons.law.utulsa.edu/cgi/viewcontent.cgi?article=1394&conte
xt=tlr

See: Tarasoffv. Regents of the Univ. of Cal., 529 P.2d 553 (Cal. 1974).

The court held that when a therapist determines, or pursuant to the standards of
his profession should determine, that his patient presents a serious danger
of violence to another, he incurs an obligation to use reasonable care to
protect the intended victim against such danger.

https://www.lexisnexis.com/community/casebrief/p/casebrief-tarasoff-v-
regents-of-univ-of-cal#:~:text=Conclusion%3A ,intended%20victim%20

against%20such%20danger.

ld ol (V) (”V)
See: F. Robert Radel & Andrew A. Labbe: “The Clergy-Penitent Privilege: An
Overview “2015, p: 2.
https://www.gspalaw.com/wp-content/uploads/2015/12/Clergy-Penitent-

Privilege.pdf
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Rule 505- Religious Privilege: "Cleric": means a minister, priest, rabbi,
accredited Christian Science practitioner, or other similar functionary of a
religious organization, or an individual reasonably believed so to be by the
person consulting the cleric.
https://casetext.com/rule/north-dakota-court-rules/north-dakota-rules-of-
evidence/privileges/rule-505-religious-privilege
Lol Ui-‘;“ @J) (H‘\)
See: Mich. Comp. Laws § 600.2156: No minister of the gospel, or priest of any
denomination whatsoever, or duly accredited Christian Science practitioner,
shall be allowed to disclose any confessions made to him in his professional
character, in the course of discipline enjoined by the rules or practice of
such denomination.
https://casetext.com/statute/michigan-compiled-laws/chapter-600-revised-
judicature-act-of-1961/subchapter-chapter-13-jurors/subchapter-chapter-21-
evidence/section-6002 1 56-minister-priest-or-christian-science-practitioner-
nondisclosure-of-confessions
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lld ol b ()
See: 2010 Georgia Code, TITLE 24— EVIDENCE, CHAPTER 9-WITNESSES
GENERALLY, ARTICLE 2- PRIVILEGE, PART 1- GENERAL
PROVISIONS § 24-9-22- Communications to clergyman privileged: “very
communication made by any person professing religious faith, seeking
spiritual comfort, or seeking counseling to any Protestant minister of the
Gospel, any priest of the Roman Catholic faith, any priest of the Greek
Orthodox Catholic faith, any Jewish rabbi, or to any Christian or Jewish
minister, by whatever name called, shall be deemed privileged. No such
minister, priest, or rabbi shall disclose any communications made to him by
any such person professing religious faith, seeking spiritual guidance, or
seeking counseling, nor shall such minister, priest, or rabbi be competent or
compellable to testify with reference to any such communication in any
court®.
https://law.justia.com/codes/georgia/2010/title-24/chapter-9/article-2/part-1/24-
9-22
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See: Montana Code, TITLE 26. EVIDENCE, CHAPTER 1. STATUTORY
PROVISIONS ON EVIDENCE, Part 8. Privileges, Confessions Made To
Member Of Clergy: 26-1-804:

“Confessions made to member of clergy. A member of the clergy or priest may
not, without the consent of the person making the confession, be examined
as to any confession made to the individual in the individual's professional
character in the course of discipline enjoined by the church to which the
individual belongs®.

https://leg.mt.gov/bills/mca/title_0260/chapter 0010/part_0080/section_0040/0
260-0010-0080-0040.html

:&3 o‘w@ &“) (H‘\')
See: F. Robert Radel & Andrew A. Labbe: OP. CIT., p: 3.

ld ol (V) (m‘)
See: F. Robert Radel & Andrew A. Labbe: OP. CIT., p: 3.

sy ol V) (”2)
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See: Cox v. Miller, 296 F.3d 89, 102 n.6 (2d Cir. 2002).
https://caselaw.findlaw.com/us-2nd-circuit/1260651.html

:&3 ou? &b (\Ya)
See: John R. Vile: “People v. Philips (1813) Related cases in Free Exercise of
Religion*
https://www.mtsu.edu/first-amendment/article/746/people-v-philips
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See: F. Robert Radel & Andrew A. Labbe: OP. CIT., p: 7.
See: Darkness to Light, Statistics Surrounding Child Sexual Abuse.
http://www.darkness2light.org/KnowAbout/statistics 2.asp

:&3 QL’&Q &b (H‘V)
See: F. Robert Radel & Andrew A. Labbe: OP. CIT., p: 8.
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See: PARENTS OF MINOR CHILD v. GEORGE J. CHARLET, JR.,,
DECEASED, CHARLET, STATE OF LOUISIANA COURT OF APPEAL
FIRST CIRCUIT (Oct 21, 2013).
https://casetext.com/case/parents-of-minor-child-v-charlet-2
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California v. 4u=d JOd) dow Je o sieall mlll daatll (385 duagadl)
Lalall pan Jale Jainly off ddayall culls Ly L) 5,L8Y) Calladl Greenwood
Gl e Jball (e (i abiie el G 4 andall 4aak ekl Guls]
LeSadl) Graldy calnY) ablis o AT b gl o dge s ge By L
L ) cDlagall Al ol Laageadl) & Gall a8 4l G Y agid) o )
United States dad 3 Jialls clgal) Jgemsl) oganll (€ ums J3iall oL
dpagadll ol oyl adg 4l pul addll of ASadll @) Cua v, Knotts
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See: United States v. Knotts, 460 U.S. 276 (1983).

“Monitoring the beeper signals did not invade any legitimate expectation of
privacy on respondent's part, and thus there was neither a "search" nor a
"seizure" within the contemplation of the Fourth Amendment. The beeper
surveillance amounted principally to following an automobile on public
streets and highways. A person traveling in an automobile on public
thoroughfares has no reasonable expectation of privacy in his movements.
While respondent had the traditional expectation of privacy within a
dwelling place insofar as his cabin was concerned, such expectation of
privacy would not have extended to the visual observation from public
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& California v. Ciraolo &radll & Laf dphill sl Guls &5 S
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places of the automobile arriving on his premises after leaving a public
highway*. https://supreme.justia.com/cases/federal/us/460/276/

See: Richard H. McAdams: “Tying Priv ying Privacy in K acy in Knotts:
Beeper Monit notts: Beeper Monitoring and Collectiv oring and Collective
Fourth Amendment Rights “Virginia Law Review 1985, p: 298.

https://chicagounbound.uchicago.edu/cgi/viewcontent.cgi?article=11211&cont
ext=journal articles

el ola g ()

See: Robert M. Evans Jr: “Reasonable Expectations of Privacy and High
Technology Surveillance: The Impact of California v. Ciraolo and Dow
Chemical v. U.S. on Title III of the Omnibus Crime Control and Safe
Streets Act “WASHINGTON UNIVERSITY LAW QUARTERLY 1988,
vol 66, issue 1, pages: 111 to 133, p: 121.

https://openscholarship.wustl.edu/cgi/viewcontent.cgi?referer=https://www.goo
gle.com/&httpsredir=1&article=2037&context=law lawreview

See: California v. Ciraolo, 476 U.S. 207, 213-14 (1986) (airplane).

“The Santa Clara, Cal., police received an anonymous telephone tip that
marijuana was growing in respondent's backyard, which was enclosed by
two fences and shielded from view at ground level. Officers who were
trained in marijuana identification secured a private airplane, flew over
respondent's house at an altitude of 1,000 feet, and readily identified
marijuana plants growing in the yard. A search warrant was later obtained
on the basis of one of the officer's naked-eye observations; a photograph of
the surrounding area taken from the airplane was attached as an exhibit.
The warrant was executed, and marijuana plants were seized. After the
California trial court denied respondent's motion to suppress the evidence
of the search, he pleaded guilty to a charge of cultivation of marijuana. The
California Court of Appeal reversed on the ground that the warrantless
aerial observation of respondent's yard violated the Fourth Amendment.

supreme court Held: The Fourth Amendment was not violated by the naked-eye
acrial observation of respondent's backyard*

https://supreme.justia.com/cases/federal/us/476/207/.
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