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Abstract:

The protection of personal data has become one of the most
important human concerns in the digital age, as its essential role and
great importance have emerged on many levels, and it has an
expanding value in all ways and means, and that importance stems
from data through its abundance with the ability to deal with it and
employ it in various fields. According to the need for it, and the
sources of obtaining this data vary with the penetration of digital
technology into people's lives. For example, people think that
companies such as Google, Facebook, Twitter, YouTube, and others
provide their services to the public without financial compensation.
However, the reality is that the audience of those dealing with these
companies and all applications via the Internet pay A high price for
obtaining these services is represented in their personal data that was
disclosed in exchange for enjoying these services, and as a reflection
of that importance, I presented an explanation of what personal data
is, the urgent need for its protection, and the foundations on which

that protection is based, and it explained the most prominent crimes
related to the illegal processing of personal data and highlighted the
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differences Between the unlawful processing of ordinary personal
data and sensitive personal data and the consequent harsher
punishment in the latter, it also showed the punitive penalty resulting
from breaching the conditions of collection, processing and data
retention, as well as the result of the violation of the rights of the
person concerned with the personal data and the resulting effects.

And she showed the importance of criminal confrontation for
crimes of transgression of personal data that occur across borders
because of the ease of occurrence of this type of crime via the
Internet, given that the digital environment is characterized by that it
is not bounded by restrictions and does not recognize borders. The
movement of data across borders, and arranged criminal penalties that
vary in severity from one legislation to another according to the
extent of its keenness to protect personal data and uphold the right of
individuals to privacy, and hinted that the development of advertising
and marketing methods led to personal data becoming the basis on
which advertising methods are built; However, its use in e-marketing
was accompanied by a massive attack on people's privacy through
unsolicited marketing messages. Therefore, there was an urgent need
to criminalize violating the provisions of electronic marketing.

The study concluded that the Egyptian Personal Data Protection
Law is a step on the right path in the protection of personal data, and
it came with many ways to criminally confront the assault on personal
data, by criminalizing acts of illegal processing of personal data, and
showed the need for a legislative amendment in the law to avoid the
deficiencies that emerged. The current picture includes the extension
of the criminal protection umbrella for all personal data, whether
written or saved in a non-electronic form, or processed electronically,
and the criminal protection of personal data includes deceased
persons, as well as legal persons, and the need for accurate
identification and legally authorized cases that include processing the
personal data of the person concerned without his consent And by
setting a general framework for dealing with personal data for
commercial purposes and not limiting it to electronic marketing.

Keywords:

Personal data- The digital age- Unlawful processing of data-
Cross-border data transfer- E-Marketing.
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