kil (20 i ol 21l il sl
(Gt ol | i@ i) (o G| o |
”aj& ’fu|)‘”

GOl D el (gubiial| det 3 Guud0 9
i M A b § il Gl (i) G| o i § i 3
Mk o it i) 9 5 0 el el B g o B2 g

Jusly daadyl) jailly alal) Gsis o sluiey) Jled Al dgalsall
Gad ) sal) iy b Gsial Byl A OgB spda b Luadl) Aiad)
b sl ) Lles o4y Digital Millennium Copyright Act(1998)
U)\ae Protecting Lawful Streaming Act (2020) 3\,\53 aY) Basiall culaysl)
cGpaal) Ay ysal) dslal) O 5iE aa



daSaa dale Aaa (A SR & gandl g bl o) A Laaiiia o) 4 gilal) Alaal)

(ISSN: 2537- 0758)

ol ol 1§ S| s ot | 3 o | o
(Gt gl | @ g
"dul i) ] y9”
GO 3 i (gl i St 3

e el | ot iy | iy

b Gsing dule Ay jailly adall o Alas Lbas (0 gl of @la Y
@ Jiy dall @iy il el e dals ddar L)l dsall s
O ol Gty (el Fledd) DA (e Ldll e lually ISy aall i
el B B0 A deadl 3a e Bladl 3 (grand) Gall agaie Dl
J 0n Jlae) 038 s pn aill o in 1268 dilly wlall G i (s
adsal)l CLalEY) cuiSe 1agly el e il Jay of asls e 13 AV
LBgall el Llaa (lasa e Al

b el Jaanil) 8y pin Lgd elac¥) Joal) o cldliy) s3a xSl S
Gois e elnieyl Jlael ain plaal eliacVl dalall Lubgll Lgll ALl
Adsdl) Gl el g g chadll ol Ll §ygeall (B elgu uilly audal
calaal) ally gaas eyl (gpanl oplaiy (Sipll g dall jaal

& Sl e ey Bl Jleel e Ayl dgall Asliall dlaad) Y
el s VAVT Gl il wlall Ggs (gl e 1 SeY) (Sl S
skl esin g Baaidl VSN 8 ailly aalall (g dgleal ol
o sy bl (Bis llgul dllas 50 Jg¥5 puaieSl Joli Jilel) aslsial
A9V ale NET 4y pSY) 48yl aie (g3l angan clldg ity

(susll) AoSal) ASLll Zuallall Ladaial) po Claalea saaiall iVl Caady g
)l LU ailly ) (Bgis gl Baaiall LY cypaal Gy E) e
Gsinall aopdall aa Jslinng ¢ pdilly paball Gsia 5aaladl 8yilw A5 DMCA
Ol coily) e cleddl edde ddsiaey dagleSll dileadl ulng )l
LS el paand) gt S bt e casSalls (SpaY) ially aukall (358

[ YYYA ]



A R Al ot (Anad ) Al ) A SN s ) g Sl cpa Aad ) ) gall Auilind) dilasd)

Aol sy @ ) s dgeaa 3

abll Gois gl e aal) Gsl o Byl Zal) GslE e (SB il (a
(OCILLA) cuzy) je il

ciiy) e uajll iy Ol G5B goyde a8 Y)Y Gle
Gsiny dpeadd) Mgl ASHLiay Sl ajad ) Ciagy gl 13 (IS5 SOPA
OS5 cdiline ilga (o e ab 3y (ash 4l g i) e dally gl
Uaseady gyl 138 Lgtacas ) sl AlaYly 4l ) Las)y Gy 8 Capd
Ll JLdY) el ks A cusl adloe ) Jgeasl) aie

Vo¥e alad gl Eull les (gil addi o3 Cliggaa (10 pdli La gpua A
S A b Alglae 8 YT aen Vo 8 SV Fndl) Gudae )
Aallaal LIS Ly Al Lailly wodall (is Cuild 0S5 Al Cus LAl 1 B
Laeaall dsall 4y mpemdd) e aigilly iyl e Gl Aalaiall saamall Lladl)
- dilly aaball (3 sian

Sl e cally dlaill Jlael e Laad ) dsall diliad) dleadl : Ll
Ales 058 o I QLSY (gpaddl grdall pand i(gpadl Sl LUl
Asalls Brglaall Goaally Calgall Goaad Yoo ¥ L AY o8, (gradll 4ypsall ALl
s So Spand) LS Gl e YAY 8 okl Caa 25 AN L VFA e
oS el ailly aalall g o adn S eltie) Jladl

lede Calad) Sl ol Lol Laalay Loy agull Balall @l Craind S8
Gls o M) sl sieal e dasdll Gliiadl Ha et dla L )
s Jilugll @l e lape o VL) cilud ) clashead) 4<us o )
Sl Gapa b)) 5l maenal) o asaail) anjan iy (L) saall) LSl 3]
lgariion 4t Llas o dilaall Bane ) dasuan a0 o Al 5l Slead il
aad Sy ((Laals sall) ope o uaillS jslaall Gall Cala ol Calgall
Cabia ol Calsal lgardiog 4 dglas ) A 4 egen Canal) 51 Jalawillf A15Y)
(Lol 5 aall) oyt ol LuadallS jladll 3al)

o pa i ol Ciiae s Jleel saldl @l (e Wil g2l cagpa Sl
2383 (g5) b alal) ma JladY) o) Jolull o gll dimse ol dn sl el aalin

[ YYYa ]



daSaa dale Aaa (A SR & gandl g bl o) A Laaiiia o) 4 gilal) Alaal)

(ISSN: 2537- 0758)

& Oy (Aaadl ol palil) gygen & Lianall dsall US e 98 by Janl) daplal
Sl Gapad) sl ) gl i) ddac s daad )l Asall o Gadal Bjal) b mloss
L alell pe SN e Slady) sl Sl

O b)) gl ddleal godal) dad o ) pagall 1a & SLEY) aany
Cun e slow iy i Jae GlGE) ye SelEl e Cully dilaall Jlee
o Dl A ehal ate Cus ey ciligial) AalE Cus (g cpageaill duasas
&b B Bsha OIS (sMl —A KAl ASlal) dles Gliy YooY Al AY W8y Gl
Agadyl) alle 8 Ablel) skl a2y 8 sl ol 85l —Jlaall 138

LS cclagleall £ 2ilya dadlSa lis YOIA dud VYo ) Ogilall daabias
Ly o Qlatl) Jladl anatl olanal i paall grda) G of Jabs
Nsall gl ye Cull Jladl iy (Ligils Lnanall Gaad )l Jlae S gasilly Jgumsl)
e o e ccilagleall Al s Ol (& Ja5 e s IS e dud)l)
LGaay ol Y

Abstract:

There is no doubt that the purpose of protecting copyright in
general and digital materials copyright in particular under the
relevant legislative texts is to promote progress, innovation and
artistic endeavors by allowing creators to make a profit by granting
them the exclusive right to control this work that represents the
benifit of their creativity, and without determining copyright, this
immediately means the freedom to copy these works by others,
which would reduce the incentive to create, and for this reason,
existing international agreements have been keen to ensure the
protection of these rights.

These agreements have stressed to the member states the
necessity of legislative amendment in the national legal systems of
the members to ensure the prevention of acts of infringement on
copyright, whether in traditional or digital form, and in view of
these international obligations, the American and Egyptian
legislator have issued legislation that achieves these goals.
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First: Criminal protection of digital materials from
circumventing and un lawful streaming in the American legal
system: The Copyright Act of 1976 is the basic legislation for the
protection of copyright in the United States, and in view of the
tremendous technological development, Congress addressed for the
first time the issue of copyright infringement on the Internet under
the Electronic Theft Prevention Act (NET) in 1997.

The United States signed treaties with the World Intellectual
Property Organization (WIPO), and as a result, the United States
issued the Digital Millennium Copyright Act (DMCA) as a direct
result of the Copyright Treaty. This legislation addresses digital
content, technological protection measures, and the responsibility
of online service providers for American copyright law in adapting
to the challenges imposed by the digital age.

Section Two of the Digital Millennium Act also stipulated the
Online Copyright Infringement Limitation Act (OCILLA). In
2011, a bill was introduced called the Stop Online Piracy Act
(SOPA), which aimed to criminalize the streaming and sharing of
copyrighted material online, but it was met with a backlash from
various quarters, due to the harsh language and provisions included
in this bill regarding blocking access to websites that engage in
such acts in their entirety.

In view of the above efforts, the Protecting lawful streaming
Act of 2020 was introduced to the US Senate on December 10,
2020, in an attempt to fill the legal void in this regard, as existing
copyright laws at the time were not sufficient to address the
specific issues related to online streaming and the unauthorized
distribution of copyrighted material.

Second: Criminal protection of digital materials from
circumventing and un lawful streaming in in the Egyptian legal
system: The Egyptian legislator devoted Book Three of the
Egyptian Intellectual Property Protection Law No. 82 of 2002 to
copyright and related rights in Articles 138 to 188, and Article No.
181 of the Egyptian Property Law stipulated the forms of acts of
aggression that occur on the copyright protected by its owner.
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This article has allocated clauses four, five and six to explain
the punishable acts that are related to criminalizing the publication
of protected works via computers, the Internet, the information
network, communications networks or other such means without
the permission of their owner (paragraph four), as well as
criminalizing the manufacture, assembly or import for the purpose
of sale or rental of a device, means or tool designed or prepared to
circumvent technical protection used by the author or the owner of
the neighboring right such as encryption or other (paragraph five),
as well as criminalizing the removal, disabling or defecting in bad
faith any technical protection mechanism used by the author or the
owner of the additional right such as encryption or other
(paragraph six). The second paragraph of this article also
criminalizes the acts of imitating a work, audio recording, or radio
program, or selling or offering it for sale, trading, or renting it with
knowledge of the imitation (without specifying the nature of the
work and whether it is protected material in its traditional or digital
form). Therefore, this paragraph is suitable for application to
digital materials and the process of imitating, selling, offering for
sale, trading, or renting over networks with knowledge of the
imitation.

It is worth noting here that the legislator’s plan to protect digital
materials from fraud and illegal broadcasting over networks is
subject to review and criticism, whether in terms of the generality
of the texts, in terms of the triviality of the penalties, or in terms of
not making any amendments to Law No. 82 of 2002 regarding the
protection of intellectual property- which was a good step in this
field- for a period of nearly a quarter of a century despite the
tremendous developments in the digital world. By reviewing Law
No. 175 of 2018 on Combating Information Technology Crimes,
we had hoped that the Egyptian legislator, upon its issuance, would
criminalize acts of circumventing controls on access and copying
of legally protected digital works, as well as acts of illegal
broadcasting of digital materials over networks, as they fall within
the framework of information technology crimes. However, this
hope was not fulfilled.
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See: Copyright Act of 1976¢ Pub. L. No. 94-553, 90 Stat. 2541 (1976)
(codified as 17 U.S.C. §§ 101-810).

sty ol =Y )

See: Salsabilla Deniesal& ETC: “Copyright Protection for Creators of

Digital Artwork® INDONESIAN COMPARATIVE LAW REVIEW
Volume 4, Issue 1, 2021, pages: from 43 to 58, p: 55.

file:///C:/Users/ Administrator/Downloads/Copyright_Protection _for Creato
rs_of Digital Artwo.pdf
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See: No Electronic Theft (NET) Act¢ Pub. L. No. 105-147, 111 Stat. 2678
(1997).
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See: United States v. LaMacchia, 871 F. Supp. 535 (D. Mass. 1994).
https://case-law.vlex.com/vid/us-v-lamacchia-crim-895401086
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See: Susan A. Mort,: “The WTO, WIPO & the Internet: Confounding the
Borders of Copyright and Neighboring Rights”, 8 FORDHAM INTELL.
PROP. MEDIA & ENT. L.J. (Fall 1997) p: 173: 175.
https://ir.Jlawnet.fordham.edu/cgi/viewcontent.cgi?article=1148 &context=ip
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See: Digital Millennium Copyright Act (DMCA), Pub. L. No. 105-304, 112
Stat. 2860 (1998).
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See: Jerome H. Reichman et al.,: “A Reverse Notice and Takedown Regime
to Enable Public Interest Uses of Technically Protected Copyrighted
Works®, 22 BERKELEY TECH. L.J. (Summer 2007) p: 981:, 983.
https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=2509&context
=faculty_scholarship
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See: Adam Mossof: “Congress Should Protect the Rights of American

Creators with Site-Blocking Legislation® LEGAL MEMORANDUM

No. 349 | February 14, 2024 EDWIN MEESE III CENTER FOR

LEGAL & JUDICIAL STUDIES, p:9.
https://www.heritage.org/sites/default/files/2024-02/LM349.pdf
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See: Susanna Monseau: “Fostering Web 2.0 Innovation” "The Role of the

Judicial Interpretation of the DMCA Safe Harbor, Secondary Liability
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and Fair Use", 12 J. MARSHALL REV. INTELL. PROP. L. (2012),
pages: from 71 to 117 p: 69: 79.
https://repository.law.uic.edu/cgi/viewcontent.cgi?article=1262&context=ri
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See: Stop Online Piracy Act, H.R. 3261, 112th Cong. (2010).
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See: Adam Mossof: “Congress Should Protect the Rights of American
Creators with Site-Blocking Legislation* OP. CIT., p:11.
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See: American Civil Liberties Union, SOPA and PIPA Votes Delayed

Indefinitely, https://www.aclu.org/news/free-speech/sopa-and-pipa-
votes-delayed-indefinitely.
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See: Copyright and Internet Policy, U.S. PAT. AND TRADEMARK OFF.,
https://www.uspto.gov/ip-policy/copyright-policy/copyright-internet-
policy
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See: Adam Mossof: “Congress Should Protect the Rights of American
Creators with Site-Blocking Legislation* OP. CIT., p:12.
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See: Press Release, Senator Thom Tillis, Tillis Releases Text of Bipartisan
Legislation to Fight Illegal Streaming by Criminal Organization (Dec.

10, 2020).
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https://www.tillis.senate.gov/2020/12/tillis-releases-text-of-bipartisan-
legislationto-fight-illegal-streaming-by-criminal-organizations
[https://perma.cc/SDSK
Al GGalead) gyl ()
ety law aal, ()
See: Protecting Lawful Streaming Act of 2020, Pub. L. No. 116-260, §

211(a), 134 Stat. 1182, 2175-76 (2020) (codified as 18 U.S.C. §
2319C(b)).
sty ol &b(m)
See: DEVLIN HARTLINE AND MATTHEW BARBLAN: -
PROTECTING AUTHORS AND ARTISTS BY CLOSING THE
STREAMING LOOPHOLE «“ 2015.
https://sls.gmu.edu/cpip/wpcontent/uploads/sites/31/2014/04/Hartline-
Barblan-Protecting-Authors-andArtists-by-Closing-the-Streaming-
Loophole.pdf [https://perma.cc/S6P3-FYUV].

[ YYe. ]



A R Al ot (Anad ) Al ) A SN s ) g Sl cpa Aad ) ) gall Auilind) dilasd)

el y B ) ae dgana

Ginall ) Jyagd) o i) el 4 cplsiall S e uSlgea) dlae

< (e yral)
By coygiea ysd 2l s JA35 YoV juewd YV (8 Geildl) g o5

989 YY) alal Basgall Gilaadall g1l (e e3aS A depun QRN e

O asyin e (o gens i ol i) (5308 5 pie

say 1A g Y A @l Jlael (o Baadyl) lsall Llea 3 S0V g pdiall Adad ()
Glapdall g S pailly bl Gois dlead cllal LY Gl
B dlsall s S Laaly aadall Gsia e eluie) dgalsd Al
O U iy algal) o3¢l gl e ) cillac g dug SN diea il dailSag
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Gsil8s «Digital Millennium Copyright Act(1998) 4ud)ll dgall g
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See: Consolidated Appropriations Act of 2021, Pub. L. No. 116-260, 134
Stat. 1182 (2020).
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See: Salsabilla Deniesal& ETC: “Copyright Protection for Creators of
Digital Artwork® OP. CIT., p: 44.
ety law gl ()
See: WIPO Copyright Treaty, Apr. 12, 1997, S. Treaty Doc. No. 105-17,
art. 11 (1997); WIPO Performances and Phonograms Treaty, Apr. 12,
1997, S. Treaty Doc. No. 105-17, art. 18 (1997) (same with respect to
performers or producers of phonograms). The United States signed these
treaties on April 12, 1997, and ratified them on October 21, 1998.
See: 144 Cong. Rec. 27,708 (1998), Volume 144, Part 20B (January 27,
1998 to December 19, 1998) (Resolution of Ratification of Treaties).
rld law gl ()
See: H.R. Rep. No. 105-551 (II), at 23 (1998); S. Rep. No. 105- 190, at 8
(1998); See also: Universal City Studios, Inc. v. Corley, 273 F.3d 429,
440 (2d Cir. 2001) https://casetext.com/case/universal-city-studios-inc-
v-corley;
and See: United States v. Elcom Ltd., 203 F. Supp. 2d 1111, 1129-30 (N.D.
Cal. 2002) https://casetext.com/case/us-v-elcom-Itd.
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See: Microsoft Corp. v. AT&T Corp., 550 U.S. 437 (2007). “Congress is
doubtless aware of the ease with which electronic media such as
software can be copied, and has not left the matter untouched.”
https://supreme.justia.com/cases/federal/us/550/437/

rld law aal, ()
See: 17 U.S. Code § 1201- Circumvention of copyright protection systems.
https://www.law.cornell.edu/uscode/text/17/1201
See: Michael J. Derderian: “Reimerdes, Chamberlain, and RealDVD: The
DMCA and a Doctrine of Nonsubstantial Infringing Uses NOTRE
DAME LAW REVIEW 2011, volume 86, issue 2, article 9, pages: 851
to 878, p: 854-855.
https://scholarship.law.nd.edu/cgi/viewcontent.cgi?article=1070&context=n
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See: 17 U.S. Code § 1202- Integrity of copyright management information.
https://www.law.cornell.edu/uscode/text/17/1202

Al o oy ()
See: 17 U.S. Code § 1203- Civil remedies.
https://www.law.cornell.edu/uscode/text/17/1203
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See: Rep. No. 105- 190, at 11-12 (1998);

See: Paul Goldstein: “Goldstein on Copyright* Third Edition 2005, Aspen
publishers on line, p: (7-303).

https://books.google.com.eg/books?id=KaXXArlywaMC&pg=SA7PA399
&lpg=SATPA399&dq=CoxCom.+Inc.+v.+Chaffee,+536+F.3d+101,+11
0+(1st+Cir.+2008)&source=bl&ots=da n08dJcB&sig=ACfU3U2rDStU
UYdQ-1S8i-Z1JQtU-
gYWTg&hl=en&sa=X&ved=2ahUKEwil._KGwnvH8AhViSfEDHXu9
DIQ6AF6BAgUEAM#v=onepage&q=CoxCom%2C%20Inc.%20v.%20
Chaffee%2C%20536%20F.3d%20101%2C%20110%20(1st%20Cir.%?2
02008)&f=false

See: CoxCom, Inc. v. Chaffee, 536 F.3d 101 (2008), Aug. 4, 2008 - United
States Court of Appeals for the First Circuit - Nos. 07-2030, 07-
2031,536 F.3d 101.

(holding that cable company’s pay-per-view billing and delivery system that
scrambles pay-per-view programming unless subscribers choose to
purchase and view it constitutes an access control).
https://cite.case.law/f3d/536/101/
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mea Glo Bhuadl e JWBY) a3 Jie (Y aladil) s Jad e L
aaad)l JUEY) 028 oSa3 muagi ddenll delaall of cpn B cAllaal clalasna)
Gl 8 WSl ol ela Ua ey —deell 4 ppead) e madll 8 oBale
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sy ol &) (%)
See: Michael J. Derderian: OP. CIT., P: 851.
See: Rep. No. 105- 190, at 11-12 (1998); and See: Universal City Studios,
Inc. v. Corley, 273 F.3d 429, 440 (2d Cir. 2001).

Real Gaad b L5l 4950 2008l Adleil) Labalial) Leae oS (IS sladVl il g
Ol ekl yedn ola i DVD (a8 o Sl )53 Lgds (Networks
@lale Jirdd (pe (readiaal)l pie Jhe clalginad dime ilaladinl oead Al 5aaad)
oabd) Gl ne M il fe o Aadlgiall pe sl Beal e dsagal) (gginall

. rgnaSiT Al
See: Real Networks, Inc. v. DVD Copy Control ASSOCIATION, n: 641 F.
Supp. 2d 913, 924 (N.D. Cal. 2009). (To "rip" a DVD is to decrypt the
numerous security systems that protect certain uses of its content, such
as preventing users from playing back the content on noncompliant
computers or copying content to computer hard drives).

https://www.courtlistener.com/opinion/1483100/realnetworks-inc-v-dvd-
copy-control-assn/

sl ol &b(‘“')
See: Rep. No. 105- 190, at 11-12 (1998).
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DVD (el delia il (gan] @ysh ccbinnndl) A JB Jua e
¢33 DVD (aldl (8 mare i ol gag —(CSS) (sinall i plaiy
DVD (e cligina yiaiil mildal (o desana daalsy LeusS @3 due))lsa
ahll Gois dile e Jordill daaplid el Jidie g 05S Of i Cusy
& Sl ol Jad e sl o2 CSS dui Lall 53 Cbmy S8 ¢ il
Al (e ey lsally dasliall Jadall milias 393a) DVD Jide (8 «Jsaasl
Y il g gl 5l Ol Aals o pill (mpe aKe Hdilly aoball G
Aalled 5 aldll Gl JigaeSl gl dadiy axdial e 5l salial) xia
() ) gl

iKY ui..::u (XY (™)
See: Eric Wanner: “NAVIGATING THE NEXUS: DMCA
AntiCircumvention Protection of Computer Software “ARIZONA
STATE LAW JOURNAL 2012, pages: 1081to1106, p:1086.
https://deliverypdf.ssrn.com/delivery.php?ID=1& EXT=pdf&INDEX=TRU
E
See: Universal City Studios, Inc. v. Corley, 273 F.3d 429, 440 (2d Cir.
2001).
See: A.H. Rajani: Davidson & Associates v. Jung. (Re)interpreting Access
Controls, Berkeley Technology Law Journal, Vol. 21, No. 1, ANNUAL
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Lilgall Chaay vie il A uelell Gueadl e o Gl e 2l
rntinaal) o (99 8 YA mns Gy dal ol Jyeagll sl Ll dnglgicall
Lagl€ i adl o yaally palal) GBgin Blaad Gna allad Coaay cpalal) (e all

DY) mlhas Qlie & Circumvention dolail) mllaas ¢y ual Ll
salall aya3 :Trafficking in Circumvention Tools Jilaall & fgal r
Aobll o Cpegs duadyl) dlgall iy gala Goinl suaal) i) 56 e 1201(a)
o oSl yalie S clpl e ladl) i g tdseas) adgum sl Led
Bl Jgadtl Ll daanaall Linslsi€ily lasy) : Al <1201(a)(1) Jsas)
Qi Jladl Gupmisll ajan o @l ey (1201(a)(2) dsasl) Ladgn o
Lacad) LaglgCilly lasyl Lai 1201(b) salall caays b cieaatl) Jadgn e
goiall bl 3 (1201()(1) o) 8 pSail yabic o ol digedt Ll
suaal) BalY) (g6 3 sl Jalgin o ladl) jha aae dabia )

REVIEW OF LAW AND TECHNOLOGY (2006), pp. 365-394 (30
pages), p: 365. https://www.jstor.org/stable/24119555

s ol by

See: Apple, Inc. v. Psystar Corp., 673 F. Supp. 2d 931, 941 (N.D. Cal.
2009).

“Although Apple’s technological measure may have been primarily aimed
at controlling access, it also effectively protected its right to copy.”

https://itlaw.fandom.com/wiki/Apple v. Psystar

See: Eric Wanner: OP. CIT., p:1089.

See: Rebecca Sundin: “Next Generation Copyright Misuse “Chicago-Kent
Journal of Intellectual Property (Chicago-Kent College of Law),
Volume 13, issue 1, article 11, pages: 279 to 297, p: 290-291.

https://scholarship.kentlaw.iit.edu/cgi/viewcontent.cgi?referer=&httpsredir=
1 &article=1108&context=ckjip
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See: Rep. No. 105-190, at 12 (1998).
ety law aal, ()

See: Eric Wanner: OP. CIT., p:1088.

See: MGE UPS Sys., Inc. v. GE Consumer and Indus., Inc., 622 F.3d 361,
365 (5th Cir. 2010). “One of Congress’ purposes behind enacting the
DMCA was targeting the circumvention of technological protections.”

https://casetext.com/case/mge-ups-systems-v-ge-consumer-and-indus

See: Ryan Iwahashi: “HOW TO CIRCUMVENT TECHNOLOGICAL
PROTECTION MEASURES WITHOUT VIOLATING THE DMCA:
AN EXAMINATION OF TECHNOLOGICAL PROTECTION
MEASURES UNDER CURRENT LEGAL STANDARDS “Berkeley
technology law journal 2012 volume 26, University of California,
Berkeley School of Law, pages: from 491 t0526, p: 491.

https://www.btlj.org/data/articles2015/vol26/26_1_ AR/26-berkeley-tech-1-j-

0491-0526.pdf

ety law aal, ™
See: Davidson & Assocs. v. Jung, 422 F.3d 630, 640 (8th Cir. 2005).
https://casetext.com/case/davidson-associates-v-jung
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ety law aal,

See: Universal City Studios, Inc. v. Corley, 273 F.3d 440- 441 (2d Cir.
2001).

In other words, although both subsections prohibit trafficking in a
circumvention technology, the focus of subsection 1201(a)(2) is
circumvention of technologies designed to prevent access to a work, and
the focus of subsection 1201(b)(1) is circumvention of technologies
designed to permit access to a work but prevent copying of the work or
some other act that infringes a copyright.

rld law aal, ™

See: Craigslist, Inc. v. Naturemarket, Inc., 694 F. Supp. 2d 1039, 1056
(N.D. Cal. 2010).

“As the district court explained in Ticketmaster, "Sections 1201(a)(2) and
1201(b)(1) differ only in that 1201(a)(2), by its terms, makes it wrongful
to traffic in devices that circumvent technological measures that control
access to protected works, while 1201(b)(1) makes it wrongful to traffic
in devices that circumvent technological measures that protect rights of
a copyright owner in a work".

https://casetext.com/case/craigslist-inc-v-naturemarket
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rly law aal, ™

See: Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417
(1984).

“the sale of copying equipment, like the sale of other articles of commerce,
does not constitute contributory infringement if the product is widely
used for legitimate, unobjectionable purposes. Indeed, it need merely be
capable of substantial noninfringing uses.”

https://supreme.justia.com/cases/federal/us/464/417/
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rld olaw aal,

See: Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417
(1984).

“the sale of copying equipment, like the sale of other articles of commerce,
does not constitute contributory infringement if the product is widely
used for legitimate, unobjectionable purposes. Indeed, it need merely be
capable of substantial noninfringing uses.”

https://supreme.justia.com/cases/federal/us/464/417/

ety olaw aal, )
See: RealNetworks, Inc. v. Streambox, Inc., No. 2:99CV02070, 2000 WL
127311, at *7 (W.D. Wash. Jan. 18, 2000).
“The fair use of the copyrighted material by end users is not a defense to,
and plays no role in determining, liability under the DMCA”.
https://www.cs.jhu.edu/~mjacobs/rda/RealNetworks_v. Streambox.doc
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ety olaw aal, )

See: Rep. No. 105-190, at 12 (1998), and See: Chamberlain Group, Inc. v.
Skylink Techs., Inc., 381 F.3d 1178 <1195-96 (Fed. Cir. 2004).

Para. 1196: “the conduct of circumvention [of access controls] was never
before made unlawful.”

https://casetext.com/case/chamberlain-group-v-skylink-technologies

ety olaw aal, )

See: Rep. No. 105-190, at 12 (1998), OP, CIT..

See: Robert C. Denicola: “Fair's Fair: An Argument for Mandatory
Disclosure of Technological Protection Measures” Michigan
Telecommunications and Technology Law Review 2004, volume 11 m
issue 1, pages: 1 to22, p: 6.

https://repository.law.umich.edu/cgi/viewcontent.cgi?article=1121&context
=mttlr

See: United States v. Elcom Ltd., 203 F.. Supp. 2d 1111, 1121 (N.D. Cal.
2002). “under the DMCA The copyright law has long forbidden
copyright infringements, so no new prohibition was necessary “.

https://casetext.com/case/us-v-elcom-ltd
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See: article 1201 (¢)(1):
“Nothing in this section shall affect rights, remedies, limitations, or
defenses to copyright infringement, including fair use, under this title”.
See: United States v. Elcom Ltd., 203 F.. Supp. 2d 1120 (N.D. Cal. 2002).
“Congress did not ban the act of circumventing the use restrictions because
it sought to preserve the fair use rights of persons who had lawfully
acquired a work”™.
See: MGE UPS Sys., Inc. v. GE Consumer and Indus., Inc., 622 F.3d 361,
365 (5th Cir. 2010).
ety olaw aal, )
See: MGE UPS Sys., Inc. v. GE Consumer and Indus., Inc., 622 F.3d 361,
366 (5th Cir. 2010). “applying the DMCA to the use of a copyrighted
work subsequent to a circumvention... would extend the DMCA beyond
its intended purposes to reach extensive conduct already well-regulated
by existing copyright laws ”.
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rld law aal, 9

See: Jacob M. Abdo: “Keeping Princess Peach Locked in Her Castle:
Criminal Liability for Trafficking Circumvention Technology—United
States v. Reichert “WILLIAM MITCHELL LAW REVIEW 2015,
volume 41, issue 4, article 6, pages: 1470 to1499, p: 1476.

https://open.mitchellhamline.edu/cgi/viewcontent.cgi?article=2906 &context
=wmlr

See: United States v. Crippen, No. 09-703 <2010 WL 7198205, at *2 (C.D.
Cal. Nov. 23, 2010).” The plain meaning of article 1201(c) is clear; the
law of copyright infringement (and fair use) is not altered by Congress’
decision to create liability for the separate act of circumvention in
violation of § 1201(a).”.https://casetext.com/case/us-v-crippen

iKY ut::u é%b(“)
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See: Protecting Lawful Streaming Act of 2020, Pub. L. No. 116-260, §
211(a), 134 Stat. 1182, 2175-76 (2020) (codified as 18 U.S.C. § 2319C
(b))

sty ol &) ()

See: UNITED STATES PATENT AND TRADEMARK OFFICE,
Protecting Lawful Streaming Act of 2020, https://www.uspto.gov/ip-
policy/enforcement-policy/protecting-lawfulstreaming-act-2020
[https://perma.cc/N2RK-M7TE].

rld law gl )

See: Melissa Rezzag: “Legislative Report: Protecting Lawful Streaming Act
of 2020 “CYBARIS (AN INTELLECTUAL PROPERTY LAW
REVIEW) Mitchell Hamline School of Law 2024, volume 15, article
15, issue 2, pages: from 233 to 250, p: 234.

https://open.mitchellhamline.edu/cgi/viewcontent.cgi?article=1132 &context
=cybaris
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bydss ol lgmpe Shay Al eyl cleadll @l 5ol o2a Cioas Ny ()
< sl

Cirena 38 G685 ) el Jal) lesd (ge daxd () B cileadl) oda iai
Gl e e alud) adll Cingar dnanall JleeBU el 13Y) sl Lapad
Silly aadall Ggis @llle 53 (s JlaeY) 03gd (il Sl Gyl 0o (SxaY)
Glad i) o G Lgd Gl A )l Jall lend e dend 4 IS L]
Ol e sde mlad) andll Case Lpeaall JleeBU el clY) GG 2aa
Silly ol Ggea lile 53 Oy Jlee Y odg) )l JLpY) G35k e (Soxal)
Ay U8 e Fades Bypear lgipad iy Al ) Jil) Glesd (ge derd Al ¢l
el Cngar Baenall JlaeSU Jled) oY) sl Lgaladinl g pll paddl
Gois Glle (3] 090 el il Cilesd alasialy (e Gl e e alad
L0 S ey adal

:2319(C)(b) ad) salall Lai 458 A Laghg (*1)
See: 18 USC 2319C: Illicit digital transmission services:
(b) Prohibited Act.-It shall be unlawful for a person to willfully, and for
purposes of commercial advantage or private financial gain, offer or
provide to the public a digital transmission service that-

[ Yy ]



A R Al ot (Anad ) Al ) A SN s ) g Sl cpa Aad ) ) gall Auilind) dilasd)

el y B ) ae dgana

Laly @ligaall 18 USC 2319(C)(c) Ad) alall (e AW 5588l cadas Mg
pasaiall Clistall ALYl ey dalud) sl Callay e IS o Gl
Jue¥) Lo elme) clsie — el Gsildll e sde mlall audll 3 lode
AT 0 6l b lle paseaia) cilgiall o~ Lueadl
IS o (g SO e 055 Y 830 gaadly cdaball 18 Clisial) o3 Jhaii
Baeall Jlae) (e ST anly slacls lety Lo dapal) Sl 13l tlae (pingaal
e of sl O e OIS ol aley Jedll (S350 paddll ISy ¢ el (gylatll o) 5
L3 Y 5add Caadly Aabal) 0S5 Lsaall Gl Al (gylanl elBU dacY) 28 Jaal)
Lgial) 8 3gal) Ala 8 daal) CulS 1)y semgiall GG o) (Clgin puad oo
18 Cnger clagdlS ) clgin Bdie g uE Y sl Gaadl Sl cdaball 05

L0 galal

(1) is primarily designed or provided for the purpose of publicly performing
works protected under title 17 by means of a digital transmission
without the authority of the copyright owner or the law¢

(2) has no commercially significant purpose or use other than to publicly
perform works protected under title 17 by means of a digital
transmission without the authority of the copyright owner or the law; or

(3) is intentionally marketed by or at the direction of that person to promote
its use in publicly performing works protected under title 17 by means
of a digital transmission without the authority of the copyright owner or
the law.

(Added Pub. L. 116-260, div. Q, title II, §211(a), Dec. 27, 2020, 134 Stat.
2175)

https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title 18-
section2319C&num=0&edition=prelim

:22319(C)(c) a8, Balall i 3558 Lagdy ()

See: 18 USC 2319C: Illicit digital transmission services:

(c) Penalties.-Any person who violates subsection (b) shall be, in addition to
any penalties provided for under title 17 or any other law-

(1) fined under this title, imprisoned not more than 3 years, or both¢

(2) fined under this title, imprisoned not more than 5 years, or both, if-

A- the offense was committed in connection with 1 or more works being
prepared for commercial public performance; and
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sl cliles ol wpnall dlslud) jgual Giayas b cligild 8 jaall Cligiall aaa
Ob @lle (& )l dall clead aladial ciapll e Led)ll dlgall S50l
gl aal [ajes Dualy (Ligild 5 jaal) cilighal) sant dualis Bt lladl) (il
Cilhe 3 @llyg (el Lal) (90l Gli (e eliaill plal eyl all s g3lal
G (i

05l A Aad )l sgall Ao elaiey) (lds apaall dolud) | ga 1 J g Gallaal)
rdaad ) dgall Hdidy aod (3 shat Byaad) ,a1Y)

Lyl sgall (Liajdll) AglEl e cll Jlel apad :AG culhal)
t il Gl dulas G 5i8 pgu B By JRH) Clard aladiuly

Sy aah il LAY (sile Alal) @)l Agilal) gedal) sl callaal)
14ad 1) ) gal)

B- the person knew or should have known that the work was being prepared
for commercial public performance; and

(3) fined under this title, imprisoned not more than 10 years, or both, if the
offense is a second or subsequent offense under this section or section
2319(a).

(Added Pub. L. 116-260, div. Q, title II, §211(a), Dec. 27, 2020, 134 Stat.
2175 )

https://uscode.house.gov/view.xhtml?req=granuleid: USC-prelim-title 18-
section2319C&num=0&edition=prelim
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a5 sl a5 1201(D) pd) solell anpes Ligils canall Jaall jeastll 3 oSal
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) Jotd| | Jouaod] & oSl Gilga] s Julanid|
17 U.S.C. §§ 1201(a)(1) and 1204 yuiakeadd Lidg

Gl o il Lad Sl diy aide Bgkal suaall L) O laay
Gsis g el daall ) Joeasll (8 Jlad JS5 oSan asleiSS gl
e 4 opldl ddlae @iy (1201(a)(1) kel Gungar @l illy askal)
Clehal) e dlaill Jlael A 38 agadl of @] sle) dga o s sacal
Gl e el Goyha el daadl () Jseash 4 oSaall s3a0al) duagl gl
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Jaad) Y Jouagll b Jlab (S aSa% 2gliS gha) (gl do Jiladl) Alla
80 alaaiN) gy el e O (of yddlly aadall (GeBs canger anal)
o Jalal) alaiia) sl Jladl Alla b 258 aatl) o o penall Jaall g e
| . ) 06 g pial)

@ s Al of ) 8 AK0aY) oSlaall s of Jalacll 28 e dilaYls
desdl ) Jyeasll b Jlad <0 oSt aglei€s eha] 6l Glo dilatl dlls
ol Aot Gap dilatll 1 05K ol dilly wlall Bgia Caser (anall
IS oSty Gl aglgi€all sha¥) e ditaall IS 13 Ll ¢ anall Jonll g5 50
syl ) (& ailly skl Bsia e (canall dandl () dsaasll 8 Jled
LeSaes & g3 ST Lo 3 cAanall 03 asf D8 aadll Jeall Jalad)
il Klguil ey Y 4t Lelsts Storage Tech. Corp daad 3 il Calinay)
o513 lgaieas eyl o isaaeS el (g A Jom agis O AV el
Badies ddi oS98 JSA gy Jlea aadB Canger Jadh Al s2a sl
s A1 el sl dila Gapad ¢ JiguaSl malin (e

ety olaw aal,

See: Storage Tech. Corp. v. Custom Hardware Eng’g & Consulting, Inc.
(“StorageTek™), 421 F.3d 1307, 1318 (Fed. Cir. 2005).

"it is not an infringement for the owner or lessee of a machine to make or

authorize the making of a copy of a computer program if such copy is

made solely by virtue of activation of a machine that lawfully contains

[ Y¥TA ]



A R Al ot (Anad ) Al ) A SN s ) g Sl cpa Aad ) ) gall Auilind) dilasd)

el y B ) ae dgana

e pel e al ) cuals Aol of 4ddl) s gl @l egin iy
alie e il Pl e gl 2 bals culs Sl 4580 G adlsl) sl
e ) e lelladls Jakaw o1 Ll V) lgadlals agi il Sl aalsall e oleY!
Cagar lgole pageaialls Storage Tek 4$)d g Loas Al iy aolall 35
LGN e o) alinad) alasiad GIS G YY) Balal

Gacad b Al Gl AeSae BN s WSa ela olaY) il g
suaall dal) Ogli oL clils slesyl dga ol a2, Chamberlain Group
& g SVl sl sl o il daadyll dgall iy gala (Bgial
LT Jladl 22t ) Jagetd daanmall

O 2l o wSlad) cliagi L o (g e @llin sladl il o Gl ey
Ay b (gial suaall LAl (gl daalsl) Aal A e Y e it 2
oY) o Jyagl Lalsn o sl andnl) as Yy dadd)l sl
oo Yar Jolal) alatia) sl gl 3 oSl e dilail) sigal g Jsaasl)

an authorized copy of the computer program, for purpose only of
maintenance  or repair of that machine . https://case-
law.vlex.com/vid/storage-tech-v-custom-894541111
rld law aal, 7
See: John Haubenreich: “The iPhone and the DMCA: Locking the Hands of
Consumers* Vanderbilt Law Review 2008, Volume 61 Issue 5, Issue 5,
pages: 1508- 1553, p: 1522.
https://core.ac.uk/download/pdf/230476192.pdf
rld law aal, 7
See: Chamberlain Group, Inc. v. Skylink Techs., Inc., 381 F.3d 1178, 1203
(Fed. Cir. 2004).
https://casetext.com/case/chamberlain-group-v-skylink-technologies
See: Ryan Iwahashi: “HOW TO CIRCUMVENT TECHNOLOGICAL
PROTECTION MEASURES WITHOUT VIOLATING THE DMCA:
AN EXAMINATION OF TECHNOLOGICAL PROTECTION
MEASURES UNDER CURRENT LEGAL STANDARDS “OP. CIT.,

P: 496.
[ Yrae ]



daSaa dale Aaa (A SR & gandl g bl o) A Laaiiia o) 4 gilal) Alaal)

(ISSN: 2537- 0758)

SV oLl 8 4y Jpanal) slatyl sa 3ag cpsydall e ol Cllad) Hlasiay)
Lls

Aaiay) Lol Al LSy Laalil) 5500 Coady angil) 1 ggn g
Storage Tech. bl & &M dadl 5310 med' of Cmiagly e pdall e
Bylall <y By "O@lall Aaialgll Aalll aa =iy Chamberlain Group «Corp
Nsall iy auke (3gial saaad) Aal) O] il sl o Lol deldl
o el dlaall Llas (g oS GoaisSl) ol BNzl aey [Aad))
S palladl)

‘MDY Indus., LLC v. Blizzard Entm’t, Inc.,iuzd & <y iy
Cme U saxate Loal Juadiy (e adll) Blizzard 4S54 o8 3 Lgadldy (adliig
zd A Al sda 4 Geed) sy World of Warcraft' cuoiy) e
oM Aats Jen 5 aalll (o Cangll IS claalll ol gmalil) iy olasa
(e o) MDY 4S8 caldd chaall) 8 Calaa¥) JLSind DAs (ge 358 S
oy e daladinl dyB guedl (Ko oGlider o (gals zalin oLl
clal Sy (Gled daall Cal G50 World of Warcraft dual 3 agibuais
Jie g praall e maball alissy Warden aww Gaay Bwliy Blizzard
Jasll dlialsas Warden slal @ Glider doxss &3 cdasll (s Lgzing Glider
A4 A dilad (gea Blizzard <=8y (World of Warcraft 4.l
(DMCA Loadl slsall iy anha (3siad sa0all 241 (158 Sy MDY
bl (g Lpandl) dgall pand ) el Golatl spolas &3 Glider of dacl;
Gig MDY a<1d ddgiuar dadaliall daSaa cucad (Blizzard - Al il
CIDMCA el slgall yiis pula Goial sanll 21 (i

ety olaw aal, )
See: MDY Indus., LLC v. Blizzard Entm’t, Inc., 629 F.3d 928, 950 (9th Cir.

2010). https://www.quimbee.com/cases/mdy-indus-llc-v-blizzard-
entertainment-inc
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ASam ) LaslgiSill lailly dgeaiall oyl S U.S.C. § 1201 17
Ll Jaill g8y Loyl el Dasly ¢ panall danll J) Jgeagll & Jlad J<a
bl Gsin Cansa oane das () dsagll B WSaal gl e dilaill)
ft Lad Jaalills A3 (2 jain L D ¢l

:U.S.C. § 1201 17 &8, salall yai ggun (b Jalailly sgunfal) —

oy Bl aiiye LS Jyengll b oSaill yuslic (o yeaie o sl sl
A o elan o cuat ol ¢ dde Jae aids &8 ULS.C. § 1201(a)(3) 17
(anall Jasd) ) Jpeasl) 8 oSam N g€l puall Cilaa] i Jadaes
S dilly aalall Bsta @llle (3] G9

B agiall of ¥ 1ol il slesyl dga e camy ladl) 1as HLa il
o5 Jadll 138 o 1Al ¢ canal) Jaall ) Jyeagll (b oSt LnslsiSs Buuss j5las
- dilly aaball Bgia @il (3 (0

By anall dasll ]l Jgeasll (8 aSaty Gaslei Dusi aguall jslas ***
o qian gl el @i W) ity st of Gle (YY) el AlSa] oy
Jyagll (b oS Al danglgi€ill ulal) Calaal o) I olad) o) A1) 0 sl
Luie Jpuasll 3 oSaill o dilaill Giany (AT Hlamsy ¢ oanad) Joad) )
Gois Alle iay Jalby Al Jo syl sl 58 L padd Holay
I dadl (I dsadl 03 agedl 0l Greddieall aaas (e ddlly okl
Ly Sl ¥ cpdlly dilly aodall Gt canll

Aakaies Aadalaall AaSae oS ¢ nall il il ) Agliadl QSN Jad (s
deSas XS (LM.S. Inquiry Manag 4usd & &)sen 4¥sSouth Dacota
oo Lyes (Egilman v. Keller & Heckmaniscad 8 LuasleS 4ss dalalial
RSP IRTAN]

ety olaw aal, )
See: LM.S. Inquiry Manag. Systems v. Berkshire Inform.
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Internet 85 e Robot txt awall Laglei€ill Llaall juw e dlam
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O 1S5e Laail) 038 (8 Aol 4d) Ciliags Lo 4ill Al (gseall 838 daiany
il P G )l DU ailly olal) Goia il clgnn ol slalaal) 35
) Jsastls L) mam aalall 8 e o "5 Gl 3655 Ll s e
JisaS Jlen (4 pmaall Jsaasl) 1aee j5lati ol A8 o LS egginall 13
Slo il slalad) 4558 Gy caludlly JLia¥) A8l Opld @llgnl 5 ena
o Gl e OIS (A Al ale Cug alge pldiul S Gl A58 Clada
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https://case-law.vlex.com/vid/i-m-s-inquiry-889610195
see: Egilman v. Keller & Heckman, 401 F. Supp. 2d 105, 113 (D.D.C.
2005).
https://www.casemine.com/judgement/us/59147356add7b0493438e02f
ety law aal, Y
See: Healthcare Advocates, Inc. v. Harding, Earley, Follmer & Frailey, 497
F. Supp. 2d 627, 644 (E.D. Pa. 2007). Holding that “law firm's copying
of an entire set of copyrighted web pages was justified where the web
pages were relevant evidence in litigation®.
https://casetext.com/case/healthcare-advocates-v-harding-earley
ety law aal, Y
See: Xavier P. Diokno: Healthcar Healthcare Advocates, Inc. v ocates, Inc.

v. Harding, Earle ding, Earley, Follmer & F ollmer & Frailey 497
F.SUPP.2D 627 (E.D. PA. 2007), DePaul Journal of Art, Technology &
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Wy 4l DVD Laldl e D5aal Lyl DY) il bbie sa5 CSS
A e Tasde ol cdid) caba Qb e leginge S i Jyeagll 8 oSail
UNIVERSAL CITY i gl jaid) claties deaie ol leas
oialls Galall el zaliyy ol Sl cocd ol ey (**"STUDIOS

Intellectual Property Law 2007, volume 18, article 9, issue 1, pages:
from 221t0234, p:221.
https://via.library.depaul.edu/cgi/viewcontent.cgi?article=1141&context=jat

1p
rld law aal,
e Laglgall anigil jand 3 oUai UNIVERSAL CITY STUDIOS aSyé <yl a3
el L) (5aY1 laseally Jaiiall milie mie w35 DVD palil i nicas
OIS comdlyil o3 Jilia Ay )l ase) dilie DVD (il cliiia aicad CSS
8l 8 Garle Osriaall OIS LS cJadal) ilio oy e Laliall (uojle (sriead
Las ¢ A31s Janass Sles 6 I DVD all hae (30 CSS @bl Jii pias st il
el o) bl el iy b
Sl A @y el Jline (8 Gasdall cillisly il LaslsiSs dsa aag
(8y2€ Lx 8 DVD (alydl carasiS) s gleyuss 149Y ole 8 DVD Galydl e
dgla) dles o A58 cilian OV A9A ale 8 ASHAD Y Lge Daas Canaly
Sl sk Hdasy M (DMCA 05l (opaisSh 30 Laxie DVD palydl diajs 2ua
.CSS UJie L gl gl Llaall i e Jlaill deaiaal) L glgial) aladi
See: UNIVERSAL CITY STUDIOS, INC. v. ERIC CORLEY 273 F.3d 429
(2d Cir. 2001).
https://cyber.harvard.edu/people/tfisher/IP/2001%20Corley%20Abridged.p
df
See: Lindsey M. Shinn: “Passwords and Keys under the DMCA: A Call for
Clarification from the Courts or Congress “HASTINGS LAW
JOURNAL 2009, volume 60, article 6, issue 5, pages: from 1173
to1202, page: 1177-1178.

https://repository.uclawsf.edu/cgi/viewcontent.cgi?article=3742 &context=h
astings law_journal
[ Yryvy ]




daSaa dale Aaa (A SR & gandl g bl o) A Laaiiia o) 4 gilal) Alaal)

(ISSN: 2537- 0758)
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O Ml O aiall clasier desie gl Slea as ai€e Slea sl bR
aSaill Ao il padige p dide e DVD (g Judal DeCSS alasia
o (e B oSaall e ailly pobll Gois dllle 58 (agh 4Y Jeeasl) B
LIDVD sl ) Jseas)
ol Jajid sdaablhiilly aadall (3gis llle 03 (g9 slaall J3a o o **
3¢l Jgasl (b aSaill dacaadl) dunslyi€all il e Jolaill gaay o) dapal
oul Gslas 13 Wl dlly sl Gsia @llle GY) G5t el sl
W daball e ade€ll pual) 50 adud) At DS e daaglesil
AVs) Adhadl) QLY LSae dwoladl sl Js Gy g elld b Adghas
dilaall (K8 Y agiad) Ui e Jsashl sadinall g yall el aladial of (salasl
R.C. Olmstead Inc. b b el 138 o oSl sy (ligilh ale Ciladl)
ool 6 jslam ol CUL Qs al Jasse JS&8 \glss v. CU Interface LLC

rld law aal, Y

See: Glenn M. Schley:* The Digital Millennium Copyright Act and the First
Amendment: How Far Should Courts Go to Protect Intellectual Property
Rights? “JOURNAL OF HIGH TECHNOLOGY LAW 2004, volume 3,
pages: from 115-140, p: 127.

“CSS, atechnological measure taken to protect DVDs from being copied or
used without authorization from the copyright owner, works by
encrypting the information on a DVD in such a manner that it can only
be decrypted in an authorized DVD player or an authorized computer
DVD driver. With the authorized player or driver, one can descramble
the encryption and play the DVD, but still can not copy it. Numerous
manufacturers are licensed to have the CSS encryption algorithms and
as of the year 2000, over 4,000 films had been released in the DVD
format®.

https://bpb-
usel.wpmucdn.com/sites.suffolk.edu/dist/5/1153/files/2018/02/Schley-
Note-PDF-1xoqnnx.pdf
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Onlla )gse AalSy aaiias o 4 zpadl e alaiiaV) ol Sladll e dal)
Crajle Ll 45 b Baaly daSan o e a2l o) VYY) sald) elgny Y
Jia¥) dsdle pls e o) VY)Y okl Canger Adgiaall Lim D (el
Ll dleall o el (e oSIg coany 4 madd) j2 Jgeasl) (e (Sl
O Sl Gan catial dy Qdilly alall By Leaall gl I Jguasl
bagemiall Aiylall 4 Slai ae ¥ gialla oie LalSy addies aul Jlaa
gt e il lgartind o s cJgeasl

Egilman ducad 8 LaesleS 4V 3 dabalia) daSae a3 Lo @lly Jud
owad alasind " ) sl 6 U ik il Ciupad ) Ll b el il
oan oy e S i Ol ) s il ) G oasleSs

iKY ui..::u (XY ()
See: R.C. Olmstead, Inc. v. CU Interface LLC, 657 F. Supp. 2d 878, 889
(N.D. Ohio 2009 .) “Simply put, CUI did not circumvent or bypass any
technological measures of the RCO software—it merely used a
username and password-the approved methodology—to access the
software”.
https://casetext.com/case/rc-olmstead-inc-v-cu-interface

ety olaw aal,
See: Sunoo Park & Kendra Albert- Harvard Law School: “A Researcher’s
Guide to Some Legal Risks of Security Research “Cyberlaw Clinic at
Harvard Law School & Electronic Frontier Foundation (EFF), October
2020, page: 15.
https://clinic.cyber.harvard.edu/wpcontent/uploads/2020/10/Security Resea
rchers_Guide-2.pdf

ety law aal, )
See: Egilman, 401 F. Supp. 2d at 113: (holding that the definition of

circumvention is missing “any reference to ‘use’ of a technological
measure without the authority of the copyright owner .
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30 e e b ) dugldll e daphll e agiall Aelus (Say Gl
Calll) (gin ()98 dbagion Yy Qo AadlSe JUa) e gide Al o e ¢ g all
&b s As Ahadl) dabaliall AaSan oSa Gl Gy dbial peg L B il
ade eadl ahadial of AeSadll @y Gus (LM.S. Inquiry Mgmt. duzai
&b ae Sl 3l AT (add g re AalSy aadis a4 ziadll e
Callal) GBgin (3l Ciagas el Slage K Al gl Lah (gailanl) AEDU gl
GO e agid) ol IS Lage' ail AaSaall @y iy (g el
Oliagion Y AaBliall a8 Jilasl) dadlSa vy o)l ailly Callll (Bia (5018 ol

L Ll e gl 12

See: Lindsey M. Shinn: “Passwords and Keys under the DMCA: A Call for
Clarification from the Courts or Congress “OP. CIT., page: 1183.
ety law aal, (7
See: LM.S. Inquiry Mgmt. Sus. v. Berkshire Info. Sys., 307 F. Supp. 2d
521, 532-33 (S.D.N.Y. 2004).” defendant’s unauthorized use of
someone else’s username and password¢ disclosed in violation of
contractual obligation, did not qualify as circumvention under the
DMCA*.
https://casetext.com/case/ims-inquiry-manag-systems-v-berkshire-inform
See: Sunoo Park & Kendra Albert- Harvard Law School: “A Researcher’s
Guide to Some Legal Risks of Security Research, OP. CIT. page: 15.
https://casetext.com/case/rc-olmstead-inc-v-cu-interface

rld law aal, )

See: LM.S. Inquiry Mgmt. Sus. v. Berkshire Info. Sys., at 533.“ Whatever
the impropriety of defendant’s conduct, the DMCA and the anti-
circumvention provision at issue do not target this sort of activity.”

See: Ryan Iwahashi: “HOW TO CIRCUMVENT TECHNOLOGICAL
PROTECTION MEASURES WITHOUT VIOLATING THE DMCA:
AN EXAMINATION OF TECHNOLOGICAL PROTECTION
MEASURES UNDER CURRENT LEGAL STANDARDS “OP. CIT.,

P: 499-500.
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AT S ) 1ke o)yl g 5e AalS @l e Yy padiad Jy ¢ 3g SN
Ll jdally gl Gsia 05l gy o)l

Slo dilas 4l agid) ) sy of oSa Y (JBS CSS ) @il aladials
=3y DVD Jadia laiu) 3aa «CSS -DVD (e ) Jsmasll b oSail)
Alle o B o agiadl deany o o) s (DVD gap pasd A1 paddl
d aaid) O dlas (o Gany ol ligh (Jadadl iy Gadsal DVD Jida
DVD (aj waliy agiadl oIS a8l &y «CSS I damgleiCill sl ol
cuadye DVD didia pladialyy jdilly aokall (g cllle cilaglsty Jailgua (385

Do A€ 0 (pag padtn (53 agiall b ASladll (e waal) Caad il
Going dane Jlael o (ging )gre Al ane ity aise () Jyeasll dalla
o Y L rme s Al aasiad 4 ad) dilatl) das oSa Y dally aalall
Al & aVpe LV dalaliall Ao ST Le 13 (Jseagll (B oSatll Jidaa
LY 1K) Slad) e aaally «Ground Zero Museum Workshop

ety law aal, )
See: Lindsey M. Shinn: “Passwords and Keys under the DMCA: A Call for
Clarification from the Courts or Congress “OP. CIT., page: 1182.
sl ol (XY )
See: Ground Zero Museum Workshop v. Wilson, 813 F. Supp. 2d 678, 692
(D.Md. 2011);
[ YYvy ]
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Ol (e VY o) sald) Calling Gaglei€s Husi dolaty cpeddicadl clawdy g 5al
sl o O Lelsis Ly ollS A5 Jlad b Aadaliall daSae 45T L 12y cdaly)
Gaslsi€s B glatny g Greandivall slauly gsall il i puaall e
LYy ) sl e (B)(1) ¢(@)(2) ol il

Microsoft Corp. v. EEE duad 8 daSaall ild cacal slany) add s
a3 090 [malindl e bad] s DA o of lelsi Bus. Inc.
Jyash & oSaill Microsoft 3,4 adde€ll juall Ao Jlad (<o [agiall]
17 US.C. sl ollgml 4 Laally aohll Gginy ane e
Se duan 1Y Al ae oo Lol aililus 30lSd) xe (Y8 1201(a)(2)
pldaal seluly JUis¥) sl pagai (35 (ane JisneS Dlea o Sleoslee
18 U.S.C. § 1030(a) sasiadl cal¥slls iguaal

https://casetext.com/case/ground-zero-museum-workshop-v-wilson-4
See also: R.C. Olmstead, 657 F. Supp. 2d at 889; Egilman, 401 F. Supp. 2d
at 113-14; LM.S., 307 F. Supp. 2d at 531-33.

reld law aal,

See: Actuate Corp. v. INTERNATIONAL BUSINESS MACHINES
CORP., No. C-09-05892 JCS (N.D. Cal. Apr. 5, 2010).

“holding that unauthorized distribution of passwords and usernames avoids
and bypasses a technological measure in violation of sections 1201(a)(2)
and (b)(1).

https://casetext.com/case/actuate-corp-v-international-business-machines-
corp

ety law aal,
See: Microsoft Corp. v. EEE Bus. Inc., 555 F. Supp. 2d 1051, 1059 (N.D.
Cal. 2008). “By distributing a [software license key] without
authorization, [defendant] effectively circumvented Microsoft’s
technological measure to control access to a copyrighted work in
violation of 17 U.S.C. § 1201(a)(2)”.
https://casetext.com/case/microsoft-corporation-v-eee-business-inc-2
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Gsin llle ag) macy pdl Glilgl mgumgy i Bl oagh ulaill Uipe ey Y
205080 Adgienal) o Jsmasll 8 oSaa s o GlaNL dally kil

O i ¥ 138 oSly coghd & (53 el pladial 8 3l 4l gl of LS
giall Jpagl) hilpn o el (gidall maw B dilly okl Gsia Gl
Gsin Gllle dlals 401 CSS I 4k j2ie DVD alidl (il «Jiall Juss Jlad
e 50l daie 6f e aaye dlals dlly ¥ 4Kl (DVD (el Ll aall
AV Jledy dablidl daSan ade @l b 13y (DVD b Galall il ol
ledsas 321 Studios v. Metro Goldwyn Mayer Studiosd..ad PR PPFAILS
s ol Gl ailly aalall (3sia Jals dlale (giidal) =i Y DVD ehd! ¢
W Grina et Jin dadpn e iy HLall dhle 4sie Yy «CSS D)
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iKY ui..::u (XY (1)
See: MDY Indus., LLC v .Blizzard Entm’t, Inc., 629 F.3d 928, 954 n.16
(9th Cir. 2010). “without the authority of the copyright owner 17 U.S.C.
§ 1201(a)(3)(A), A defendant who decrypts or avoids an access control
measure with the copyright owner’s authority has not committed a
“circumvention” within the meaning of the statute®.
https://casetext.com/case/mdy-indus-llc-v-blizzard-entmt-inc
rld olaw gl )
See: Studios v. Metro Goldwyn Mayer Studios, Inc., 307 F. Supp. 2d 1085,
1096 (N.D. Cal. 2004). “holding “that the purchase of a DVD does not
give to the purchaser the authority of the copyright holder to decrypt
CSS”), nor “ to perform non-licensed functions, such as copying DVD
content.”
https://casetext.com/case/321-studios-v-metro-goldwyn-mayer-studios
See: “Steve P. Calandrillo & Ewa A. Davison:* The Dangers of the Digital
Millennium Copyright Act: Much Ado about Nothing? “William and
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ond oo dilaall jailly aadall Ggia e 3 agaal e STy daalll alasnad
Grie O Jblly Cdall el pasll ) Jeasl 4 oS o) il
ehall 138 Cases = dilly wolal) Bgias deae Jleel o giad A cilaiial
ous o dilatll o GlaDU iy adall gis lile 3L g Y —oass
3 iy () il fdal Ggins canall daall ) Jseall 8 oSt aglsis
e Gales Lalil) el aadind) st i Ll & Glaayd) GlSHE el
Mglatid ke duxia ¢l
dardl ) Jpasl b Jad iy aSali Al daagleiCil) il dgeaal) -

:g.u.d\

Ciaser ganal) Jaal) ) Jguagll b oSail husic oaglyi€ll jual) JS80 Y
danll A Jguasll (8 Jlad (<o pSan IS Y] 8l il solall Goaa (018
Koty aglgi€ill iy (17 US.C. § 1201(a)(1)(A) oy salall (335 <l

Mary Law Review 2008, VOLUME 50, pages: from 349 to 415, p: 375-
376.

https://digitalcommons.law.uw.edu/cgi/viewcontent.cgi?article=1132&cont
ext=faculty-articles

rld law gl )
See: Davidson & Assocs. v. Jung, 422 F.3d 630, 641 (8th Cir. 2005).
“holding that purchasers of interactive gaming software had permission
to use the game but lacked the copyright owner’s permission to
circumvent the encryption measure controlling access to the game’s
interactive mode”.
https://casetext.com/case/davidson-associates-v-jung

sy ol &b (")

See: Guy A. Rub: “COPYRIGHT SURVIVES: RETHINKING THE

COPYRIGHTCONTRACT CONFLICT “Virginia Law Review 2017,
volume 103, pages: from 1141 to 1248, p: 1157.

https://www.virginialawreview.org/wp-
content/uploads/2020/12/Rub_Online.pdf
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bl Galinay) daaa daulill sl @Sl Sy aaall deall Y Jseasl)
Beal o' s Apple, Inc. v. Psystar Corp s & el e e
o Y g€l ) o e Y 138y caaly Gl o dalia (5S5 a8 lal
ol LS coalall alee Bl B JlRd (S0 Hally pdll Gsin sl Gsin
L) 2l g

bR O da il e A Dleal s ob Jdl) LSy @lld,
Loasl 1as Cag el o 4l e a2l e cdpanall Jlae) ) Jpensl) 8 aSal)
Ll Caliiey) deaey Al sl 45T Lo 130y <Ly Galall bl s 2 38
) lay) calldl Universal City Studios dud b

reld law aal, (7

See: Apple, Inc. v. Psystar Corp., 658 F.3d 1150 (9th Cir. 2011).

“The fact that circumvention devices may be widely available does not
mean that a technological measure is not, as the DMCA provides,
effectively protecting the rights of copyright owners in the ordinary
course of its operation”.

https://casetext.com/case/apple-inc-v-psystar-corp-2
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L 138y cdygpun dleadl 5S5 Gum aatl dag o dleadl Cmad L )
Sony Computer duad b i)l is dlledll dalalidl deSas 4|
"“)Entertainment America, Inc. v. Divineo

Blae Cupel) Adhpauil) LY Aaaes Aawlil) 55 e saall Glld g
G Sl s o dayid Y al s "dasd) ) Jgeasl) 8 Jladl) pSal
Jyeagll 8 oSaill Hun s of Lo iy Jy edilaill Gaglia i Ggd Jgaasl)
L0l aall ) gemsl) (b oSl po Aiss Ay

@iy o adhadl)l ol deSaa dudladl glall @t alady) @iy
G5l 8 Adginadl Alal Lulel Uayd Gal lelsh (Lexmark Gl & ieal

relld oLy 2, ()
See: Sony Computer Entertainment America, Inc. v. Divineo, Inc., 457 F.
Supp. 2d 957 (N.D. Cal. 2006).

https://www.courtlistener.com/opinion/2388295/sony-computer-
entertainment-america-v-divineo-inc/

ety olaw aal, )

See: MDY Indus., LLC v. Blizzard Entm’t, Inc., 629 F.3d 928, 954 n.17
(9th Cir. 2010).“ The statutory definition of the phrase ‘effectively
control access to a work’ does not require that an access control measure
be strong or circumvention-proof. Rather, it requires an access control
measure to provide some degree of control over access to a copyrighted
work.”

https://casetext.com/case/mdy-indus-llc-v-blizzard-entmt-inc

See: Alessandra Garbagnati: “The Wrath of the Blizz King: How the Ninth
Circuit’s Decision in MDY Industries, Inc. v. Blizzard Entertainment
May Slay the Game Genie “HASTINGS COMM/ENT L.J 2012,
volume 345, Number 3, article 1, pages: from 313 to 340, p: 329.

https://repository.uclawsf.edu/cgi/viewcontent.cgi?article=1773 &context=h
astings_ comm_ent law_journal
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Joasll b oSl ash adje 8 cladll o e cAccess Control Jgwasll
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saalia sl ¢ pdally addall (3gkas dnene diel ) g lan¥) o ¢ dally aulall (3gka
- ddlly padal) Boiny ema pli
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See: Lexmark Int’l, Inc. v. Static Control Components, Inc., 387 F.3d 522,
549 (6th Cir. 2004). “A precondition for DMCA liability is not the
creation of an impervious shield to the copyrighted work.... Otherwise,
the DMCA would apply only when it is not needed”.
https://casetext.com/case/lexmark-intern-v-static-control-components
rld law aal, ™
See: Lexmark Intern. V. Static Control Components, 387 F.3d 522 (6™ Cir.
2004). holding that “an authentication sequence that prevented “access”
to a copyrighted computer program on a printer cartridge chip by
preventing the printer from functioning and the program from executing
did not “control access” under the DMCA because the copyrighted
work’s expression-the computer program- was nonetheless “freely
readable® para.547.
https://casetext.com/case/lexmark-intern-v-static-control-components
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rld law aal,
See: Lexmark Intern. v. Static Control Components, 387 F.3d 522 (6th Cir.
2004). (para.548).
sy ol &) (%)
See: Auto Inspection Services <Inc. v. Flint Auto Auction, Inc., (E.D .Mich.
Dec. 4, 20006).
holding that “ a “user detection feature” that “is a part of the program itself
and in no way controls access to the source code” does not constitute an
access control because “it merely alerts [plaintiff] as to who is using the
Program “.
ety olaw aal, )
See: Davidson & Assocs. v. Jung, 422 F.3d 630, 641 (8th Cir. 2005).
holding that “a technological measure that controlled access to a
computer program’s expression that otherwise “was not freely

available” “without acts of reverse engineering” constituted an “access
control” under the DMCA* (para 641).
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."Elcom Ltd

Jaadl I Jyeashl oSl sl e ol dasal (ginall S 2Ll
Lpsl @l 217 U.S.C. §§ 1201(a)(1) and 1204 cmslall s esal
deadl ) dssagll 8 oSl clal e el Ao oLl (SpaY) il
enall daadl ) Jseasl) 3 aSatl) @l e dilaill Jladl a o ¢ ganal
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See: United States v. Elcom Ltd., 203 F. Supp. 2d 1111, 1131-32 (N.D. Cal.
2002). https://casetext.com/case/us-v-elcom-Itd
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S eliadl) 03T La 135 cdariall ALY (ge YV L] 2 Wley ¢yl
Do Al o3 b Byalad) ALY asdll L8 dbied ey (“Sherman dus i
G ool Lol dbid ey gl s OIS Aol b agial) caliie) 2 i)

) o) ol aw b gl Capel Cus Manzer daid G agial i)

sty ol &) ()
See: Spies v. United States, 317 U.S. 492, 497 (1943).
https://supreme.justia.com/cases/federal/us/317/492/

sl ol (XY (A7)
See: United States v. Sherman, 576 F.2d at 297.
https://www.casemine.com/judgement/us/5914940aadd7b049345b53ff
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ety olaw aal, )
See: United States v. Manzer, 69 F.3d 222, 227-28 (8th Cir. 1995).
“defendant’s admission in a published interview that selling or giving away
copyrighted computer chips was illegal, and software program and
packaging bore copyright notice .
https://www.casemine.com/judgement/us/5914bd37add7b049347a0181
ety law aal, )
See: United States v. Hux, 940 F.2d 314, 319 (8th Cir. 1991).
“defendant’s admission to FBI that he knew modifying copyrighted
descrambler chips was infringement . https://casetext.com/case/us-v-
hux

sl ol (XY (%)
See: United States v. Dadamuratov, 340 Fed. Appx. 540 (11th Cir. 2009).
“admission of copying, along with circumstantial evidence of infringement
and knowledge, sufficient to prove willful infringement .
https://casetext.com/case/us-v-dadamuratov

3 ol gy ™)
See: United States v. Cross, 816 F.2d 297, 300-01 (7th Cir. 1987).
https://casetext.com/case/us-v-cross-4
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(Sl aadll il Yy o anall Jaall () Jpeagl) A aSaill clsdl e il
oo Al ay lele Cilaal ) daiall Jlad) ab) 8)5 5 g alS el
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ety olaw aal, ™
See: United States v. Heilman, 614 F.2d 1133, 1138 (7th Cir. 1980).
“defendant’s awareness that government was prosecuting individuals
engaged in conduct similar to his own and that conduct had been ruled
illegal by four federal and three state courts*.
https://casetext.com/case/united-states-v-heilman
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Act, Pub. L. No. 105-147, 111 Stat. 8, NET 4.9 5STY) 48 ) 2t (5388
S Al Bl Al sy ANKEYT 22 b slel G5 (1997 Ll 2678

relld oLy 2, (%)
See: United States v. LaMacchia, 871 F. Supp. 535, 539-40 (D. Mass.

1994).
https://law.justia.com/cases/federal/district-courts/FSupp/871/535/1685837/
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AGAN gy lgy) ol i) ol Jlie & dad @y gAl alie
bl e gy raddl padlil o aadll e lgne calS A Jisad)
adye B Ogeatioy (pll Cpedliddl o 35 8 Ao Jgeanlly il
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United States v. Taxe da=d & LiysadlS 45 43580 dabidl 40500
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S PRt
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See: Herbert v. Shanley Co., 242 U.S. 591, 593-94 (1917).
https://supreme.justia.com/cases/federal/us/242/591/

ety olaw aal,
See: United States v. Taxe, 380 F. Supp. 1010, 1018 (C.D. Cal. 1974).
“Profit includes the sale or exchange of the infringing work for something
of value in the hope of some pecuniary gain®.

https://law.justia.com/cases/federal/district-
courts/FSupp/380/1010/1457926/
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See: Comcast Cable Commc’ns v. Adubato, 367 F. Supp. 2d 684, 693
(D.N.J. 2005).

“holding that to qualify as commercial advantage or private financial gain,
the defendant must have used the device “to further some commercial
venture or profited in some way from the device beyond simply sitting
by himself or with his family and friends around a television set using
the illegal device to watch programs for which payment should have
been made”.

https://casetext.com/case/comcast-cable-commens-llc-v-sprint-commcns-

co-5
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No person shall manufacture, import, offer to the public, provide, or
otherwise traffic in any technology, product, service, device,
component, or part thereof, that—

A) is primarily designed or produced for the purpose of circumventing a
technological measure that effectively controls access to a work
protected under this title¢

B) has only limited commercially significant purpose or use other than to
circumvent a technological measure that effectively controls access to a
work protected under this title; or

C) is marketed by that person or another acting in concert with that person
with that person’s knowledge for use in circumventing a technological
measure that effectively controls access to a work protected under this
title.

relld oLy aal, ()

See: Universal City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d 294, 325

(S.D.N.Y. 2000).

https://casetext.com/case/universal-city-studios-inc-v-reimerdes-sdny-2000
See: Universal City Studios, Inc. v. Corley, 273 F.3d 429 (2d Cir. 2001).
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rld law aal, )
See: Universal City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d at 325, 341
n.257 (S.D.N.Y. 2000). “holding that offering and providing for
download a computer program to circumvent DVD access controls for
the purpose of disseminating the program satisfies trafficking element of
§ 1201(a)(2)".
https://casetext.com/case/universal-city-studios-inc-v-reimerdes-sdny-2000
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See: United States v. Elcom Ltd., 203 F. Supp. 2d 1111, 1123 (N.D. Cal.
2002). https://casetext.com/case/us-v-elcom-Itd
See: “Steve P. Calandrillo & Ewa A. Davison:* The Dangers of the Digital
Millennium Copyright Act: Much Ado about Nothing?OP. CIT., p: 410
etc.

rld law aal,
See: Dish Network L.L.C. v. Whitehead, No. 3:09-cv-532-J-32JRK, 2011
WL 6181732, at *5 (M.D. Fla. Dec. 13, 2011).
https://casetext.com/case/dish-network-llc-v-tab-whitehead-1
See: EchoStar Satellite LLC v. ViewTech, Inc., Case No. 07¢v1273, 2011
WL 1522409, at *2 (S.D. Cal. April 20, 2011).
https://casetext.com/case/echostar-satellite-1lc-v-viewtech-2
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reld law aal,
See: Realnetworks, Inc. v. DVD Copy Control Ass’n, 641 F. Supp. 2d 913,
941 (N.D. Cal. 2009). “no grounding in law... to assert a ‘fair use’
defense based on circumvention technology being capable of substantial
noninfringing use ”.
ety law aal,
See: Universal City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d 294, 323-24
(S.D.N.Y. 2000).
See: Universal City Studios, Inc. v. Corley, 273 F.3d 429 (2d Cir. 2001).
See: RealNetworks, Inc. v. Streambox, Inc., No. 2:99CV02070, 2000 WL
127311, at *8 (W.D. Wash. Jan. 18, 2000).
https://www.law.uh.edu/faculty/cjoyce/copyright/release10/Real.html
sty ol &b("')
See: Dish Network, L.L.C. v. SatFTA, No. 5:08-cv-01561, 2011 WL
856268, at *3-*4 (N.D. Cal. 2011 March 9, 2011).
https://casetext.com/case/dish-network-2
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Al A elaill oS La 1aag — yiilly aalall Bging canall (gginall s pias 3l
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sl dide Jlael dae] ol ¢ oanall danll £l s2le) B dilly askall (Boin @llla
o) Jasd) llsl celly s ol aadl Gl e e i o eanal) Jand) Lo
S sl A5 3y Ahaill dabaliall daSae Sl g (lle Jaall e ol (Ul
all oSl elaY) Chmy So 4 e Agfa Monotype Corp
e gl aee Gl (4 QK1Y ailly okl Ggis il o Jlad S0 any
Ol A lgle pasaidl Bgiall e (5 dulen o $3] ARyl any ) 2k
Gsin axd ¥ jiguaSll & Jaghall JISaly jsaa diasd il ol @y ey
Sl mabl (et ol Cleba) i VoG Hdilly gkl Bsis Gl
LG all calae) e il (i Jadll iy gy o of Al

hall e dasall s2gh daall s3gl (gyieall (I Go Ll cdumobid Byl
A Canall S alatl Bl iad A ilS e 2l o S5 A Ldeal)
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DS e Tate anall sl ) Jgeal b oSl

See: Agfa Monotype Corp. v. Adobe Sys., Inc., 404 F. Supp. 2d 1030, 1039
(N.D. I1I. 2005). “holding that computer font embedding bits do not
protect the rights of a copyright owner where such embedding bits do
not prevent copying, and a computer program can simply proceed to
copy the... font data regardless of the setting of the bit”.

https://casetext.com/case/agfa-monotype-corp-v-adobe-systems

See: David L. Hayes, Esq: “ADVANCED COPYRIGHT ISSUES ON THE
INTERNET “April 2020, P: 337.

file:///C:/Users/Administrator/Downloads/Ocedd57d-14a2-4483-8f0f-
cd57596cc141.pdf
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Shilly wdall Ggin ol dabeiall Cilaglaal) (b slal) ae lgie dsa Dlad
17U.S.C. &l o3 50 layuas 5 Ll of laypen o 28 L dalal
.§ 1202(b)(3)

JsY) el & Cangios VYY) a8y Balal o W Ll Gaw Lo esen s
S i) e gl S Jseasl) (& pSail g o sl iy S
Judl e Adgiud) o Caagied VYT 8 sl o Ges ooty Ty
oy salell Laall okl o ) BLEY) 5ands cadlan Liniagly e LS Baa
ol pal daad )l Aty (elE e VYA Y

0 a3 agiall o LB VY Y Q8 5aldl i e B eledYl dga Lo iy
Sl o o pamiatl) aads @l (ab aily 48)) iy aade Gsin Clashea alo
Al syl 4o e 13as (Ligils anall Janll o olniey) olis) of diges ol e
" Krechmer v. Tantarosdusd & da,0al) Gliiny) daSaa

S AlaT Bhe 3@a sy laee a5 of DY) sde & gpaal Lja) s,
S (e Taie B Wl ing clinagly o Lo 138y (als o

{"""Stevens v. CoreLogic i snall 13 & Al @il e
Badsia a8 Jae ey agis CoreLogic 3Syd s off 8 dpcadll pilEy sl
st ily cblaall oSy mllal clliall jsen Jalaill agllacl GauaTiy o liall
Sy padiey Cusy —odilly akll Geas ASle AKAN bLnd —lean el
Grsedl S 1 Basly Byoem —Bada Ajlie AdE e Goliany leie —ulylial)
Badaliall Ailgll dadd a2ty ¢agialh Aaldll cl)laall sanatall Q3ledll dadd Ao laal)
23 (A (Bpan gea () Lyt Hsuall 330 Gaay ey el 3 cllial

ety ol gy (Y
See: Krechmer v. Tantaros, 747 Fed.Appx. 6, 9 (2nd Cir. 2018).
https://casetext.com/case/krechmer-v-andrea-k-tantaros-astero-lic

ety ol gy 0
See: Stevens v. CoreLogic, Inc., No. 16-56089 (9th Cir. 2018).

https://law.justia.com/cases/federal/appellate-courts/ca9/16-56089/16-
56089-2018-06-20.html
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N @ o Aadl catilyy hyseall llgml e Al G sl
Cafy of o) e el dand iy A V) e ol ] Ggmabiion Y el
ally okl Gand T ICMI 3] o A el canns sl IS 5l ey IS pgial) o
55 Lasind calid) S aliges of e €5 | Y e Gl ) 003
seally o yal) dbagll Ll Laliia¥) st Y celind) alatinly jseall aas

Ngall iy aala 3gaal suaall L1 (ygilE 8 8y jhall Ciligiall : ot bl  pikd
oo IS Adles e (717 ULS.CL § 1204 23 aldl) i 1) 49A plal 40l
oo U Sl Al sl Hasy b (gaal Baaall Lal) (56 HSST Callay

radl ) play) jaas ()
See: (CMI) means “COPYRIGHT MANAGEMENT INFORMATION *.
See: Steve Vondran: “DMCA COPYRIGHT 1202 claims explained Stevens
v. CoreLogic (9th Cir. 2018), Vondran Legal Jul. 26, 2018.
https://www.vondranlegal.com/dmca-copyright-1202-claims-explained-
stevens-v-corelogic-9th-circuit

oalall o2 (el 455 oy Lty ("?)
See: 17 U.S. Code § 1204- Criminal offenses and penalties:
(Added Pub. L. 105-304, title I, § 103(a), Oct. 28, 1998, 112 Stat. 2876;
amended Pub. L. 106-113, div. B, §1000(a)(9) [title V,
§ 5004(b)], Nov. 29, 1999, 113 Stat. 1536, 1501A—593; Pub. L. 111-
295, § 6()(3), Dec. 9, 2010, 124 Stat. 3181.)
https://www.law.cornell.edu/uscode/text/17/1204
salall 038 el )58 b Ly
See: 17 U.S. Code § 1204 (a): In General—Any person who violates
section 1201 or 1202 willfully and for purposes of commercial
advantage or private financial gain—
1) shall be fined not more than $500,000 or imprisoned for not more than 5
years, or both, for the first offense; and
2) shall be fined not more than $1,000,000 or imprisoned for not more than
10 years, or both, for any subsequent offense.
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See: MUSO, PIRACY REPORT, 9 (2022).
https://www.thecinemafoundation.org/wpcontent/uploads/2023/03/MUSO-

Piracy-Report-1.pdf [https://perma.cc/26E7- 4S5Z] [hereinafter MUSO,
PIRACY REPORT]..
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See: Kevin J. Shanahan and Michael R. Hyman: “Motivators and Enablers

of SCOURIng: A Study of Online Piracy in the US and UK* journal of

business research Sebtemder-October 2010, volume 63, issue 9-10,

pages: from 1095 to 1102.
https://www.sciencedirect.com/journal/journal-of-business-

research/vol/63/issue/9
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ey A platll At 43l 5 JleaY) Aaall il Galeasly sl
Grnall d agSlie G kil sleY oSl oF Gils Abe 0 o
< (e yral)
Aiad) Al Jalsall alles 3 Lpadetll holaad) By i old Gl e
M3l o WS cad)l Al olad pSlginal) Cllse LS5 B2y (S0 el
G (Rl Allall Al yaall 5L Gad gl el e
L Mgasn4)
oulid]
ol G (o bl | (i | S| il 2 i 9 2 ey
Gl o 999 ol s ] s i gl | 1 Guak (i G| g
(i i) il |9 G| G0
sl Gl dulaa 538 —18 USC 2319C a8 salall (il 22 pdll) il
Agall Ao dadlgll degyiall e Bl Jall Glead apad Jde VY Gl
18 USC 2319(C)(b)ad) salall i Cum iy} yie Usils dnesall 40l
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See: Melissa Rezzag: “Legislative Report: Protecting Lawful Streaming Act
of 2020“ OP. CIT., p: 249-250.
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See: 18 USC 2319C: Illicit digital transmission services:

(b) Prohibited Act.-It shall be unlawful for a person to willfully, and for
purposes of commercial advantage or private financial gain, offer or
provide to the public a digital transmission service that-

(1) is primarily designed or provided for the purpose of publicly performing
works protected under title 17 by means of a digital transmission
without the authority of the copyright owner or the law*

(2) has no commercially significant purpose or use other than to publicly
perform works protected under title 17 by means of a digital
transmission without the authority of the copyright owner or the law; or

(3) is intentionally marketed by or at the direction of that person to promote
its use in publicly performing works protected under title 17 by means
of a digital transmission without the authority of the copyright owner or
the law.

(Added Pub. L. 116-260, div. Q, title II, §211(a), Dec. 27, 2020, 134 Stat.
2175 )

https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title 1 8-
section2319C&num=0&edition=prelim
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See: 18 USC 2319C: Illicit digital transmission services:

(c) Penalties.-Any person who violates subsection (b) shall be, in addition to
any penalties provided for under title 17 or any other law-

(1) fined under this title, imprisoned not more than 3 years, or both¢

(2) fined under this title, imprisoned not more than 5 years, or both, if-

A- the offense was committed in connection with 1 or more works being
prepared for commercial public performance; and

B- the person knew or should have known that the work was being prepared
for commercial public performance; and

(3) fined under this title, imprisoned not more than 10 years, or both, if the
offense is a second or subsequent offense under this section or section
2319(a).

(Added Pub. L. 116-260, div. Q, title II, §211(a), Dec. 27, 2020, 134 Stat.
2175 )

https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title 1 8-
section2319C&num=0&edition=prelim
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See: 17 U.S. Code § 101: To “display” a work means to show a copy of it,
either directly or by means of a film, slide, television image, or any
other device or process or, in the case of a motion picture or other
audiovis-ual work, to show individual images nonsequentially.
https://www.law.cornell.edu/uscode/text/17/101

sty ol &b(‘”)
See: 17 U.S. Code § 101: Publication” is the distribution of copies or
phonorecords of a work to the public by sale or other transfer of
ownership, or by rental, lease, or lending.
https://www.law.cornell.edu/uscode/text/17/101

sty ol &b(”r)
See: 18 U.S. Code § 2319 C (a) (2): The term “digital transmission service”
means a service that has the primary purpose of publicly performing
works by digital transmission.
https://www.law.cornell.edu/uscode/text/18/2319C

s ol gty 9
See: 17 U.S. Code § 101: A “digital transmission” is a transmission in

whole or in part in a digital or other non-analog format.
https://www.law.cornell.edu/uscode/text/18/2319C
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Aalaiall) V0T Q) Bald) e Al Al (458l Cangan 8y 2ally ¢ il podall
e bl audl) e (Ldilly adall Gsing daenad) JlaeY) b dupanll Bgaall
Ll 3 G VYY) Y e sl g G (e gl (e

Gsts (4 Ll dpanll @oiall cllle Hdilly aokll Gt Al 2alss
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il b it Fanal) o3¢ (ginall G Lol st i (S ki) S ol il
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See: 17 U.S. Code § 101: To “perform” a work means to recite, render,
play, dance, or act it, either directly or by means of any device or
process or, in the case of a motion picture or other audiovisual work, to

show its images in any sequence or to make the sounds accompanying it
audible.

a3 ol aal, ()

See: 18 U.S. Code § 2319 C(a) (3) :The terms “publicly perform” and

“public performance” refer to the exclusive rights of a copyright owner

under paragraphs (4) and (6) of section 106 (relating to exclusive rights

in copyrighted works) of title 17, as limited by sections 107 through 122
of title 17.

s o aaly )
See: 17 U.S. Code § 101: “Copyright owner”, with respect to any one of the
exclusive rights comprised in a copyright, refers to the owner of that
particular right.
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See: 18 USC 2319C: Illicit digital transmission services:
(c) Penalties.-Any person who violates subsection (b) shall be, in addition to
any penalties provided for under title 17 or any other law-
(1) fined under this title, imprisoned not more than 3 years, or both¢
(2) fined under this title, imprisoned not more than 5 years, or both, if-
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A- the offense was committed in connection with 1 or more works being
prepared for commercial public performance; and

B- the person knew or should have known that the work was being prepared
for commercial public performance; and

(3) fined under this title, imprisoned not more than 10 years, or both, if the
offense is a second or subsequent offense under this section or section
2319(a).

(Added Pub. L. 116-260, div. Q, title II, §211(a), Dec. 27, 2020, 134 Stat.
2175 )

https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title 1 8-
section2319C&num=0&edition=prelim
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See: 17 U.S. Code § 1204- Criminal offenses and penalties:

(b) Limitation for Nonprofit Library, Archives, Educational Institution, or
Public Broadcasting Entity.: Subsection (a) shall not apply to a
nonprofit library, archives, educational institution, or public
broadcasting entity (as defined under section 118(f)).

(Added Pub. L. 105-304, title I, § 103(a), Oct. 28, 1998, 112 Stat. 2876;
amended Pub. L. 106-113, div. B, §1000(a)(9) [title V,
§ 5004(b)], Nov. 29, 1999, 113 Stat. 1536, 1501A—593; Pub. L. 111-
295, § 6(f)(3), Dec. 9, 2010, 124 Stat. 3181.)

https://www.law.cornell.edu/uscode/text/17/1204

1201(d) e&) dalall (il 3y 4 ﬁ LA:\éj(”’.)

See: 17 U.S. Code § 1201- Circumvention of copyright protection systems:

(d) Exemption for Nonprofit Libraries, Archives, and Educational
Institutions.—

(1)A nonprofit library, archives, or educational institution which gains
access to a commercially exploited copyrighted work solely in order to
make a good faith determination of whether to acquire a copy of that
work for the sole purpose of engaging in conduct permitted under this
title shall not be in violation of subsection (a)(1)(A). A copy of a work
to which access has been gained under this paragraph— (A)may not be
retained longer than necessary to make such good faith determination;
and (B)may not be used for any other purpose.

(Added Pub. L. 105-304, title I, § 103(a), Oct. 28, 1998, 112 Stat. 2863;
amended Pub. L. 106-113, div. B, § 1000(a)(9) [title V, § 5006], Nov.
29, 1999, 113 Stat. 1536, 1501A—594.)

https://www.law.cornell.edu/uscode/text/17/1201
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See: 17 U.S.C. § 118- U.S. Code- Unannotated Title 17. Copyrights § 118.
Scope of exclusive rights: Use of certain works in connection with
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G o) e Sl J<s deas Y padall IplEu) eyt i)
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noncommercial broadcasting (Current as of January 01, 2024 | Updated
by FindLaw Staff).
https://codes.findlaw.com/us/title-17-copyrights/17-usc-sect-118/
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s ol g O
See: Bowers v .Baystate Techs., Inc., 320 F.3d 1317, 1325 (Fed. Cir. 2003).
https://casetext.com/case/bowers-v-baystate-technologies-inc-3

sty olaa V) ()
See: Lexmark Int’l, Inc. v. Static Control Components, Inc., 387 F.3d 522,

551 (6th Cir. 2004).
https://casetext.com/case/lexmark-intern-v-static-control-components
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See: Davidson & Assocs., Inc. v. Internet Gateway, Inc <.334 F. Supp. 2d
1164, 1185-87 (E.D. Mo. 2004) “The defendants’ purpose in developing
the bnetd server was to avoid the anti-circumvention restrictions of the
game and to avoid the restricted access to Battle.net. Thus, the sole
purpose of the emulator was not to enable interoperability “.

https://law justia.com/cases/federal/district-
courts/FSupp2/334/1164/2520607/

See: Michael Seringhaus: “E-BOOK TRANSACTIONS:
AMAZON"KINDLES" THE COPY OWNERSHIPDEBATE “Yale
Journal of Law and Technology 2010, Volume 12, Issue 1, Article 4,
pages: 148 to 207, p: 187.

https://core.ac.uk/reader/72831610
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0 "yl L mlhias saliy (1201 &) Sl Gukl e (e
Lol clelall J auall dadnal i dliy Cleshel
LU abady) ol " il Gl alheae saity {791201(g)(1)(b)
dpaaall Jlee¥) o dadad) il ol b chally Gugell didaty yaa]
Sl ALaY) sda ehal & 13 (TTN1201(g)(1)(a) sdills galall (Bt
Al il Glatie el b saclall o el A Jlae b A pea) dlls
Al elnLY) 3 galnl Japdeg ¢1201 saladl Sl anjaill (e
{(™1201(g)(2) At Ly il

:1201(9)(1)(b) sbball Cbidil o pial Ciuail) 385 Ly Lasdy (7°)
The term “encryption technology” means the scrambling and descrambling
of information using mathematical formulas or algorithms.

:1201(9)(1)(a) sl o plladl asydl) Ciupadll 368 s Lasdg ()
The term “encryption research” means activities necessary to identify and
analyze flaws and vulnerabilities of encryption technologies applied to
copyrighted works, if these activities are conducted to advance the state
of knowledge in the field of encryption technology or to assist in the
development of encryption products;
:1201(9)(2) by s3lal) B g piall gl A dagdll 368 s Lasdg ()
Permissible acts of encryption research.—Notwithstanding the provisions of
subsection (a)(1)(A), it is not a violation of that subsection for a person
to circumvent a technological measure as applied to a copy,
phonorecord, performance, or display of a published work in the course
of an act of good faith encryption research if—
A) the person lawfully obtained the encrypted copy, phonorecord,
performance, or display of the published work
B) such act is necessary to conduct such encryption research
C) the person made a good faith effort to obtain authorization before the
circumvention; and
D) such act does not constitute infringement under this title or a violation of
applicable law other than this section, including section 1030 of title 18
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and those provisions of title 18 amended by the Computer Fraud and
Abuse Act of 1986.
:1201(9)(3) salal A g pdall by sf A Jadgiall 355 s Lashy ()

3) Factors in determining exemption.—In determining whether a person
qualifies for the exemption under paragraph (2), the factors to be
considered shall include—

A)whether the information derived from the encryption research was
disseminated, and if so, whether it was disseminated in a manner
reasonably calculated to advance the state of knowledge or development
of encryption technology, versus whether it was disseminated in a
manner that facilitates infringement under this title or a violation of
applicable law other than this section, including a violation of privacy or
breach of security*

B)whether the person is engaged in a legitimate course of study, is
employed, or is appropriately trained or experienced, in the field of
encryption technology; and

C)whether the person provides the copyright owner of the work to which
the technological measure is applied with notice of the findings and
documentation of the research, and the time when such notice is

provided.
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(5) Report to congress.—Not later than 1 year after the date of the
enactment of this chapter, the Register of Copyrights and the Assistant
Secretary for Communications and Information of the Department of
Commerce shall jointly report to the Congress on the effect this
subsection has had on—

A) encryption research and the development of encryption technology*

B) the adequacy and effectiveness of technological measures designed to
protect copyrighted works; and

C) protection of copyright owners against the unauthorized access to their
encrypted copyrighted works.

The report shall include legislative recommendations, if any..
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See: United States v. Lopez, 514 U.S. 549, 558 (1995).

“Article I, Section 8, Clause 3 of the Constitution delegates to Congress the
power “[t]o regulate Commerce with foreign Nations, and among the
several States, and with the Indian Tribes.” Congress does not exceed its
Commerce Clause authority where a rational basis exists “for
concluding that a regulated activity sufficiently affected interstate
commerce.”

https://tile.loc.gov/storageservices/service/ll/usrep/usrepS 14/usrepS14549/u
srep514549.pdf
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See: United States v. Moghadam, 175 F.3d 1269, 1277 (11th Cir. 1999).
“what cannot be done under one of them may very well be doable under
another.”
https://www.quimbee.com/cases/united-states-v-moghadam
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