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The crime of cyberterrorism in the Saudi regime
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Study Abstract:

Like many other countries, the Kingdom of Saudi Arabia faces
growing challenges due to the rise of cyberterrorism crimes, which
have become a threat to national security because of their complex
digital nature and their intersection with both technical and legal
systems. This study aims to analyze the substantive and procedural
elements of cyberterrorism crime in the Saudi legal system,
focusing on its legal characterization and the practical challenges
related to crime detection and law enforcement. The study adopts
an analytical approach by examining relevant Saudi legal texts and
drawing upon related criminal and security literature as well as
recent peer-reviewed studies. The findings reveal a persistent
legislative gap concerning cyberterrorism, as the current legal
framework lacks explicit provisions that clearly define the
elements of the crime. In addition, the existence of multiple
institutional stakeholders without effective real-time coordination
weakens the nation’s immediate response capabilities. The study
also highlights technical and legal difficulties in collecting and
judicially admitting digital evidence, particularly amid the
evolution of digital obfuscation tools and a shortage of technically
qualified personnel in some law enforcement bodies.

In light of these findings, the study recommends establishing a
dedicated section within the Anti-Terrorism Law that explicitly
addresses cyberterrorism with clear and direct provisions, enacting
a specialized executive regulation within the Anti-Cybercrime
Law, and issuing an independent regulation concerning the
criminal liability of digital platforms in cases of involvement or
negligence in crime prevention. The adoption of these



dalas dpale Ao (A i &gl g bl Al (A Laadia Alaa) Ay gilal) dlaal)

(ISSN: 2537 - 0758)

recommendations is expected to enhance the effectiveness of the
regulatory and technical response to this phenomenon and
strengthen the Kingdom’s ability to protect its cybersecurity within
a clear and comprehensive legislative framework.

Keywords: Cyberterrorism, cybersecurity, law enforcement,
digital crimes, Saudi legal system.
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