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Abstract in English:

The proof of harm is considered one of the fundamental pillars of
legal liability in both civil and criminal law, as liability cannot be
established without actual harm that can be attributed to a specific
actor. However, the rapid development of information and
communication technologies, particularly in the field of artificial
intelligence, has introduced new challenges for scholars and the
judiciary. One of the most prominent of these challenges is the
complexity of proving harm resulting from cyber activities. In the
contemporary digital environment, it has become increasingly
difficult to identify the party responsible for damages caused by the
use or misuse of smart systems, especially in cases characterized
by technical complexity and decentralized execution. This issue is
further exacerbated by the ability of Al-based systems to self-learn
and make independent decisions without direct human
intervention, which weakens the traditional mental element of
liability and raises questions about the applicability of the concepts
of fault or negligence to these systems.

This research addresses a range of legal issues related to
demonstrating cyber harm, including the difficulty of tracing the
source of harm and determining the causal relationship between the
harmful act and its result, as well as the lack of clarity regarding
who is responsible—whether it is the programmer, the operator,
the system owner, or the system itself. The research also highlights
the deficiencies in traditional legislation, which were not designed
to address the characteristics of digital harm, particularly in cases
where the harm is intangible, such as privacy violations, data
breaches, or attacks on digital reputation. Another significant issue
concerns jurisdiction, given the cross-border nature of cybercrimes,
which makes determining the competent court and applicable law a
complex matter that requires international coordination and
advanced legislation that takes these unique circumstances into
account.

Keywords :Cyber damage, artificial intelligence, cyber change,
real-world challenges, digital environment.
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